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Abstract—City governments are leveraging digital platforms
to increase engagement from the community and make services
more accessible to their constituents. These platforms allow
citizens to access non-emergency (a.k.a. 311) services to do
things like report infrastructure problems, raise environmental
concerns, and give feedback to city employees. These digital
platforms often require users to supply personal information such
as name, phone number, email, and address.

We examine 13 Canadian cities to understand (i) what infor-
mation citizens are required to provide across different service
requests, (ii) what data is sent to known trackers and other third
parties in the network traffic during a pothole repair request, and
(iii) what data collection practices and protections are disclosed
in privacy policies. We find all cities require citizens to provide
personal or personally identifiable information across different
services. All cities contact trackers, most-commonly Google
services, but only two avoid sending identifiable information to
them. Finally, we identify gaps in privacy policies. For example,
no city lists all third parties citizen data is sent to.

Although citizens expect transparency and responsible han-
dling of their data from governments, we briefly discuss why
this is difficult. The online nature of these systems places
responsibility on developers for handling end-user data, but
developers themselves might have difficulty understanding or
limited visibility into data practices of third parties they integrate
with. Our results highlight the need for more transparency
around and understanding about third-party data sharing in
e-governance.

Index Terms—e-governance, online tracking, privacy policies

I. INTRODUCTION

While maintaining infrastructure is the role of municipal-
ities, they often rely on citizens to report problems. For
example, the Canadian city of Néal, founded in the 17th
century, is responsible for a road network of 4100 km [1]. It is
impossible to monitor the entire network, grown historically,
without citizens’ active cooperation in, for example, reporting
problems such as potholes and broken traffic signals. In
North America, citizens use a non-emergency service for
such problem reports. When the first such services were
created in the 1990’s, they were bundled under a 311 service
hotline (c.f. Table I), modeled on the highly successful 911
emergency phone contact line [2]. With the advent of e-
government, online reporting interfaces were integrated into
the 311 infrastructure, making reports easier to administer and

analyze [2]-[4]. From the point of view of e-government, 311
platforms are a form of e-participation, more specifically e-
consultation [5], where citizens provide municipalities with
data about local infrastructure.

Privacy and security are key factors in the successful adop-
tion of e-government services [6]-[8]. In their comprehensive
recent literature review on the determinants of e-government
adoption, Tremblay-Cantin et al. [7] identified two pertinent
groups of factors: 1) citizen trust and 2) evaluated risk and
security. The first group, citizen trust, focuses on citizens’
belief that they will not come to harm by using the internet,
technology, or e-government services. The second group,
evaluated risk and security, includes use of personal data,
potential for data breaches, and transaction security, among
other variables. Jater et al. [8] found that data privacy was
the biggest concern of young people across Europe when it
came to engaging with e-government systems. Finally, citizens
to whom their privacy matters, such as vulnerable groups [9]
and ethnic minorities [10], are known to avoid using services
that they perceive as being privacy-risky.

In the case of online 311 systems, the system should not
only be secure, it should also protect citizens’ personal data
and ensure confidentiality. If a 311 system allows others
to directly or indirectly identify potential posters, they can
use this information to track where people potentially live
and work, especially for those who use the 311 system
frequently. This information can be used for purposes ranging
from targeted marketing to in-depth profiling for insurance
purposes or even stalking, because posters are highly likely to
have visited the places for which they report issues. While
visiting a 311 site by itself may not seem like a privacy-
important activity, today’s information economy functions by
collecting and collating large amounts of seemingly benign
data into profiles. These profiles are then sold to a range of
groups including the Immigration and Customs Enforcement
(ICE) [11].

Ideally, privacy policies would set out clearly how posters’
information is used and protected. However, privacy policies
are generally known to be difficult to find on web sites, use
technical terms, require a high reading level, cover many
dissimilar services, and deflect accountability regarding the



policies and practices of third parties [12], [13]. In Canada,
unlike in the EU, government web sites are not required by
law to have a privacy policy. Instead, local government privacy
regulations may be delegated at least in part to the Province
or Territory, and it is possible that there is no designated data
protection officer.

To date, little is known about how online 311 platforms in
Canada address the areas of security, personal data protection,
and confidentiality. In this study, we documented relevant
personal data collection and tracking practices of the online
311 platforms of major Canadian municipalities and analyzed
the content of relevant privacy policies. Data were collected
in 2026 and compared to our prior workshop paper from 2025
where we extensively piloted the methodology [14]. When
looking at network data we focused on pothole reporting,
a serious issue impacting all parts of Canada that should
require minimal personal information to report. Specifically,
we investigated:

RQ1 What privacy-related personal data is a user explicitly
asked to provide and which of these data are required?

RQ2 Which third-party websites are being contacted when a
citizen reports a pothole?

RQ3 Are unique identifiers or large amounts of data being
sent to known tracking or advertising companies, such as
Google, during a pothole request without user awareness
or consent?

RQ4 What third parties are explicitly mentioned in the pri-
vacy policy and in what context?

RQ5 What 311-related information (RQ1 and RQ2 outcomes)
does the privacy policy state is collected and what state-
ments are made about its use, purpose, and protection?

In 2026, we expanded our data collection to reflect different
browsing scenarios (c.f. Section III-D), introduced a taxonomy
to differentiate third parties (c.f. Section IV-C), extended
network traffic analysis to include post data (c.f. Section IV-C),
and included a more in-depth analysis of privacy policies (c.f.
Section IV-E).

We explicitly focus on tracking because this affects both
citizen trust and evaluated risk. Citizens might be afraid of
being harmed as the result of tracking, for example when the
tracking data is later collated and sold to malevolent entities.
Therefore, a 311 system that extensively uses tracking without
alerting citizens breaks valuable trust. Citizens who do not
wish to be tracked might evaluate the risk of using a 311
platform to be not worth the benefit.

By comparing what is said in the policy (if anything) and
what is done in practice, and by documenting what changed
during the time frame of just one year, we outline potential
case studies for further investigation.

II. RELATED WORK

A. Personal Data in 311 Platforms

Platforms for reporting infrastructure problems in a mu-
nicipality come in many different forms. Some platforms,
such as the UK’s FixMyStreet [15], cover an entire country

and forward the reports they receive to municipalities for
further processing. Most other platforms, however, are city-
specific. Problem reporting platforms vary in almost every
aspect possible—whether they are a website or an app, what
details need to be provided, what issues can be reported, what,
if any, feedback is given, and whether the problem reports are
shared as open data. For example, Boston’s comprehensive
311 system [4] yields open data that has been repurposed
as a pot hole tracker. Data from 311 requests is also used
by governments to provide evidence of governments doing
something about visible issues [3], [16]

Many problem reporting platforms ask citizens for a form
of contact, typically an email address, so that citizens can be
notified about the progress of the issue they raised, or they may
ask citizens to log in before reporting issues. Most platforms
also allow users to attach photos, which is a popular feature
[3]. Photo metadata is not necessarily stripped and can contain
details such as geographic location and even author. All of
these features are sources of personal identifying information.

In addition to contact data, we also chose to treat the
locations of the reports themselves as potentially identifying
information. People tend to report issues for the communities
where they spend substantial amounts of time [17], [18].
Therefore, attackers can easily profile citizens if they can
match their contact information with the reports they submit-
ted.

B. Online Tracking

Online tracking has long been recognized as a privacy
concern. In 2000, the U.S. Federal Trade Commission released
a report [19] explaining the state of online tracking and privacy
concerns associated with it. The focus of the report is adver-
tisers creating profiles based on users’ actions on web pages
and linking or merging these profiles with personally iden-
tifiable information (PII). This invisible process, happening
without user knowledge, raises concerns. The concerns listed,
which are still relevant today, include: online surveillance, re-
identification from data that has been purchased or hacked, and
unfair practices such as price discrimination. According to the
report, privacy policies should disclose services provided by
advertisers, but this does not happen.

Although the report was published years ago, we continue
to see a theme in tracking research: private information is
leaked to third parties without being disclosed to users. This
has been studied in the context of online social networks [20],
[21]. The authors conclude, respectively, that it is possible
for third parties to link personally identifiable information via
these social networks and that even non-social-network sites
visibly leak private information to prominent aggregators. The
authors of the latter work argue that first-party sites should take
a “custodial role” to safeguard consumer privacy by preventing
leakage and disclose aggregators’ abilities to obtain data. But
in section VI, we argue this custodianship is difficult for
developers especially considering “the Web has evolved to
become a Software as a Service mash-up, where site-owners
tend to outsource certain functionalities to 3rd parties” [22].



The gap between privacy policy and practice has been stud-
ied in different contexts. Libert [23] conducts a study where
he automatically compares third parties mentioned in websites’
privacy policies to third parties contacted to determine whether
users are informed about companies collecting their data,
and further assesses the readability of privacy policies of
prominent third parties. Other researchers analyze mobile apps
to determine whether their privacy policies disclose privacy-
sensitive data flows or leakage [24], [25]. Brookman et al. [26]
simulate users browsing sites on different devices to detect
what information is shared with third parties and can be used
to identify users across devices. They analyze the privacy
policies and find most allow third parties to collect and use
data such as IP addresses and unique cookie identifiers but
only a few discuss “enabling third parties to engage in cross-
device tracking.”

A work that is similar to ours context-wise is that of Starov
et al. [27]. They study PII leakage that occurs through website
contact forms. They create a web crawler which automatically
locates contact forms on websites, populates them with test
data, and submits them. They analyze query string, cookie,
header, post, and multipart data to determine potential PII
leakage. They point out that PII leakage may occur because of
“dynamic scripts that will ex-filtrate user information as soon
as that is typed into a contact form” which is a concern we
share in our experiments where we populate forms without
submitting them.

To date, the main descriptive work on analytics used in
Government websites that we are aware of was conducted by
the team of Heino, Puhtila, and Rauti in Finland, covering Fin-
land and Sri Lanka [28]-[30] Heino et al. [28] assess Finnish
public sector websites. They inspect, using Google Chrome’s
Developer Tools, “headers, payloads, initiator domains and
sizes” for “clearly detectable” data sent to analytics services.
They also scan privacy policies for mentions of personal data
being sent to third parties and analytics being used. They
find extensive use of analytics services that collect device
information such as IP addresses which are not mentioned
in privacy policies. They argue that the number of analytics
services used by public sector sites is not justifiable and that
privacy policies claim data is processed in a way inconsistent
with how it actually is.

C. The Research Gap

Municipal problem reporting done well is an integral com-
ponent of smart cities. Such systems leverage the power of
citizen sensors where digital sensors need to be calibrated with
observed data, have not yet been deployed, or are not feasible.
Therefore, it is important to prevent harm by unaddressed
privacy leaks. While the interplay between privacy and digital
participation has received substantial attention [31]-[33], little
is known about the PII that are collected in practice, and the
tracking practices of 311 services that might negatively impact
citizens’ privacy.

In this study, we focus on documenting existing tracking
practices and uses of PII in major Canadian 311 platforms.

We contribute a methodology that can be replicated for other
countries, including the EU, and provide an overview of data
practices that can be further investigated with citizens that
use 311 services. We take a broad approach, jointly analyzing
what information a user is directed to supply, with whom
information is shared, and what practices are disclosed to
them. Network analysis is based on finding identifiers or
leakage of large amounts of data. Since we are interested
in both use of PII and tracking, we analyse privacy policies
further not just for mentions of analytics and data sharing
but also for other practices including data use, protection, and
retention.

III. METHOD

This paper is based on two data collections: one in February
2025, documented in a workshop paper [14], and the other
in March 2026. In 2026, the data collection was repeated,
expanded, and substantially restructured. We describe the data
collection process below and note any changes.

For each city, we collected data about personal data re-
quested from users (Section III-C), network traffic (Section
III-D), and privacy policy content (Section III-E).

A. Experimental Setup

We conducted our experiments on an Ubuntu 24.04.2 LTS
laptop running the official 64-bit build, version 146.0.3856.97,
Microsoft Edge. The laptop was physically located in blinded
city, Canada and with a Canada-associated IP address. In 2025,
we conducted our experiments using Google Chrome as it
was the most-frequently used browser [34]. Unfortunately,
in 2026, several 311 websites were unable to load due to
an incompatibility between Chrome and ESRI’s geospatial
mapping software ! used by these sites. We considered several
Chromium alternatives and selected Edge due its popular-
ity and features to disable anti-tracking measures, thereby
creating a permissive, worst-case configuration, instead of
other browsers such as Firefox which set protection measures
by default. We further disabled tracking prevention, default
extensions, and Copilot Mode.

B. City Selection

We selected the largest city or municipality in each province
that had a 311 reporting website. This resulted in 13 cities
representing all provinces except Prince Edward Island which
had no city or municipality with an online 311 platform. Large
cities were chosen because they tend to be early adopters of
digital governance services [35] and are more likely to have
developed reporting processes.

C. Personal Data Requested

To determine what personal data was requested (RQ1), we
went through the reporting process for a set of services on each
website, stopping at that the final step to avoid submitting
fake requests. Cities provide many non-emergency services.
Some websites contain a singular form where citizens can

Uhttps://www.esri.com/en-us/home



Term
Pothole

Example Service Request Names

Pothole(s), Pothole on the Roadway, Pothole Repair, Re-
port a Pothole, Report a Pothole or Sinkhole, Road Dam-
age, Road Maintenance, Road Pothole

Roadway Plowing or Sanding Required, Report a Snow
Removal Issue, Snow and Ice, Snow and Ice Removal from
City Property, Snow Clearing, Snow on City Road, Snow
Removal

General Tree Maintenance, Inspect a City Tree, Report
Tree Concern, Tree Maintenance, Tree Maintenance Ser-
vice Requests, Trees, Trees and Plants

Report a Traffic Signal Malfunction, Report an Issue with
a Traffic Light, Traffic/Pedestrian Signal Repair Request,
Traffic Signal Inquiry, Traffic Signal Maintenance, Traffic
Signal Repair, Traffic Signals

Graffiti Clean Up, Graffiti on City Property Request, Graf-
fiti on Private Property, Graffiti Removal, Report Graffiti
Illegal On-Street Parking, Illegally Parked Vehicle, Parking
Enforcement, Parking Issues, Parking Violations, Report a
Parking Violation, Report a Vehicle in a No Parking Zone

Snow Removal

Tree Maintenance

Traffic Signal Maintenance

Graffiti Removal

Illegal Parking

TABLE I: Service request types included in data collection
and analysis.

choose from a small set of general services such as “Road
Damage” while other sites have multi-page processes where
citizens navigate through options resulting in a specific service
like “Spongy Moth Infection”. We focused on infrastructure-
related issues common across cities: potholes, snow removal,
tree maintenance, traffic signal maintenance, and graffiti re-
moval. We added illegal parking to include a service that
might involve private details of someone other than the person
reporting. Table I contains a list of categories and example
request names we group under them.

We recorded what types of personal data the website asked
for and whether it was required or not. This included personal
information such as name and contact information (phone,
email, and address) as well as potential personally identifiable
information such as location, details, and attachments. The
location of the request is likely to be near places the user
normally travels, so we included it. Details correspond to
free-text components of the submission form where users are
encouraged to add additional information about the request
which could include identifying information. Attachments
are photos or files users can upload which could contain
identifying metadata. We labeled each piece of information
as ‘required’ if it was specified as so on the user interface
or if its omission lead to an error, ‘optional’ if it was listed
on the form (through, e.g., drop-down menus or short text
boxes) but not classified as ‘required’, and ‘implied’ if it was
not explicitly listed but suggested through additional text on
the page (for example, a text box for additional details with
a prompt suggesting types of information to include. A user
may ignore the prompt or omit such information.).

D. Network Traffic: Third Parties Contacted During Pothole
Request

To understand potential privacy loss in regards to third party
web connections (RQ2, RQ3), we recorded HTTP Archive
(HAR) files while reporting a pothole starting from the first
page of the pothole reporting form until the last step before
submission while only providing required information. While
analyzing information requested from users across services, we

observed that most service-request paths stayed on the same

system and requested similar types of personal information.

So we anticipated similar network traffic among different

requests, and selected potholes to be representative. Further-

more, all Canadian cities experience pothole damage and have
support for reporting them.

We follow the methodology presented above, adopted from
our prior work [14], but extend it in a few ways. In 2025,
a fresh Chrome browser profile was instantiated before each
site access. We repeat this process but use Edge instead
(see Section III-A). However, this method is limited because
there is no browser history. In reality, browsers accumulate
identifiers, such as cookies, over time which help third parties
track users. So we introduced four browsing scenarios, each
beginning with a fresh Edge profile:

Regular - the above methodology.

Signed-in - log into Google account, erase all web activity
associated with the account, then proceed to regular
experiment without further browsing.

Browsing - visit homedepot.ca, usatoday.com, and expe
dia.ca (details in Appendix A) then proceed to regular
experiment.

Both - log into Google account, erase all web activity as-
sociated with the account, then proceed to browsing
experiment.

In 2025, we found several 311 websites contacted and sent
data to Google-related services, so we included a signed-in
condition to examine whether being logged into a Google ac-
count affects the information shared. Together, these scenarios
represent different combinations of authentication and prior
browsing activity that a typical user may encounter.

We extracted four pieces of data from each connection in
the HAR files: domain contacted, query strings, cookies, and
post data.

We analyzed cookies and GET string values by first looking
at them for obvious human-readable terms that might be
privacy problematic— we did not find any of these. We then
analyzed them for ID-like values. These are random-looking
alphanumeric strings that represent globally unique identifiers
used by third parties to track users across websites. We used
the zxcvbn password strength algorithm [36] to find ID-like
values. This has been shown to be effective in prior work [37],
[38]. In line with prior work, we used a threshold of at least
3 to determine if a value has a high-enough entropy to be a
unique ID.

We categorized cookies by their sources and lifetimes.
Cookies are either set by Javascript code running on the
webpage or in an HTTP response containing a Set-Cookie
header [39], so we made a distinction in our analysis by
labeling them “Cookie” and “Set-Cookie”. We included set-
cookies in our network analysis because they can be transmit-
ted in future requests [40]. We made an additional distinction
based on lifetimes and categorized cookies as “session” or
“persistent”. Although both can be used for tracking, session
cookies are meant to be used temporarily and are generally
deleted once a browser is closed [41]. To make this distinction,



we defined session cookies as those that either did not have an
expiration date or had an expiration within a 30-day window
from the date of collection.

Finally, we analyzed post data which is often sent to servers
when a user uploads a file or enters content into forms on a
webpage [42]. There are different types of post data (plaintext,
structured JSON, and other MIME types such as multipart
form data and images) which make for difficult analysis. Some
analyze post data for elements that match cookie, request URI,
or device information [21], [22], [43]. We first calculated post
data length then manually reviewed the content when large
amounts were transmitted to third parties.

E. Privacy Policy Content

For each 311 website we attempted to record a PDF of
the privacy policy. If possible, we used the privacy policy
linked off the 311 website itself (eight policies found). If not
found, we visited the city’s homepage, and searched for the
city privacy policy instead. The cities of Calgary, Montreal,
and Yellowknife had privacy policies that were not accessible
directly from the pothole reporting page. The cities of Iqaluit
and Whitehorse were missing privacy policies entirely.

We manually inspected each privacy policy and extracted
what was mentioned about the collection, use, share, retention,
and other protection of personal information, device infor-
mation, and information either explicitly provided by visitors
through their correspondence or implicitly collected by web
servers (RQS). To better understand what is protected by
these privacy policies, we noted what explicit terms they used
to define personal (and device) information. We additionally
recorded what third parties and their practices were mentioned
in these policies (RQ4).

IV. RESULTS
A. Personal Data Requested (RQI1)

All but three cities required contact details in some services
(Table II). Most cities also required location of the service
issue and encouraged citizens to provide further details re-
garding their service requests.

Cities generally required the same information from citizens
for service requests in 2025 and 2026, with some exceptions.
Halifax introduced stricter requirements for citizens to provide
their name, email, and phone number. Toronto and Whitehorse
added additional fields in their forms (Toronto requires details
and Whitehorse suggests providing location and, optionally
address). In contrast, Saskatoon removed location and at-
tachments from its submission forms (both were previously
optional).

B. Third-party Connections (RQ2)

We recorded network traffic during pothole requests,
and found that all cities contacted third parties in both
years. In 2026, cities contacted the same third parties
across all browsing scenarios with the exceptions of Van-
couver (which contacted fonts.googleapis.com un-
der only the signin scenario) and Toronto (which con-
tacted translate-pa.googleapis.com except under

the signin scenario). Among the ten most-frequently con-
tacted third parties, seven are Google services. The remaining
three are ArcGIS a mapping service, jsDelivr a free Content
Delivery Network, and CloudFlare which is also a Content
Delivery Network and DDOS Migration company. All cities
except Yellowknife contacted a Google service.

C. Data Sent to Trackers (RQ3)

We classify contacted sites into three categories. Those with
the same domain as the pothole request are first party and the
rest are third party. A subset of third parties are also marked
as trackers based on DuckDuckGo’s Tracker Radar [44] list of
prevalent tracking domains. For example, the website to report
a pothole in the city of St. John’s is access.stjohns.ca,
and three domains contacted during that process are
maps.stjohns.ca (first), stjohns.icl5.esolg.ca
(third), and www.google.com (tracker). According to this
classification, all cities contacted known trackers (c.f. Table
VII). However, St. John’s and Yellowknife did not send ID-like
information to trackers, and the cities of Calgary, St. John’s,
Winnipeg, and Yellowknife did not send post data to trackers.

Across all 2026 scenarios, we found a total of 2,362 unique
ID-like query string values. 67% of these were sent to trackers
and 18.88% were sent to other third parties. The distribution
of these values is approximately uniform across browsing
scenarios (Table IV). We additionally found 58.34% of ID-
like query string values being used for Google services most
notably Google Analytics followed by Google Ads and Google
Tag Manager.

We eliminated session cookies from our analysis (c.f. sec-
tion I1I-D), and were left with 554 ID-like (persistent) cookies.
40.25% of these were sent to trackers but none were sent to
other third parties. Table IV shows the distribution of these
across browsing scenarios. We saw a greater volume of ID-
like cookies transmitted after a Google log-in. Surprisingly, we
found fewer cookies in the browsing scenario than regular. We
found 697 ID-like (persistent) set-cookies. 12.62% of these
were set by trackers and 62.21% were set by other third
parties. Table IV shows the distribution of ID-like persistent set
cookies across browsing scenarios. We saw a greater volume
of ID-like cookies being set by trackers after a Google log-in.

While the analysis above focuses on connections made to
third parties, first-party requests can also raise privacy con-
cerns. This is especially true given the prevalence of Google-
owned services engaging in tracking. In particular, Google
Analytics sets first-party cookies which track user activity and
enable cross-site identification. Table V shows whether cities
send ID-like information to Google services.

Website connections can also send data via POST. This
method is normally used to send more complex data which can
be harder to interpret. Here we focused on the amount of data
sent, instead of its content which we will further study in future
work. Table VI shows the sum of post data (in bytes) cities
sent to various domains. The table includes all observed post
data, so the absence of a city-domain entry indicates no post
data was sent. During the pothole-reporting process, we only



TABLE II: Most amount of required PII collected via the UI across all 6 service request types.

City First Name | Last Name | Email

Phone

Address | Location | Attachment | Details

Calgary

@)

Halifax

@)
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Legend: @ = required, O = optional, @= implied, — = not requested.

TABLE III: Required PII collected during pothole request. Two icons: 2025 icon — 2026 icon

City First Name | Last Name Email Phone Address | Location | Attachment Details
Calgary O O O O O [) O (]
Halifax [OE=X ) O0O— @ O—-@ | O—- @ — [ - [ ]
Iqaluit (] (] O [ ] O - O O
Moncton [] [ [] [ — o O o
Montreal O O — O — [ O O
Ottawa O O O O O [ ] O (]
Saskatoon ) [ ) ) [)) O— - O— - [
St. John’s — — — — — o @) [ )
Toronto O O O O O (] O - - @
Vancouver O O O O — o O O
Whitehorse [ [ [ [ - =01 O0O—-0 O O
Winnipeg O O O O - [ ] O O
Yellowknife [ o [ O - [ ] O O
Legend: @ = required, O = optional, ©= implied, — = not requested, — = change from 2025 to 2026.
Type of Data # Unique ID-like Values % Regular % Signed-in % Browsing % Both
Third-party
query string values 310 24.66% 25.11% 24.89% 25.34%
cookies (persistent) 0 0% 0% 0% 0%
set-cookies (persistent) 428 19.86% 32.01% 27.1% 21.03%
Tracker
query string values 1720 25.38% 24.62% 24.87% 25.13%
cookies (persistent) 223 8.52% 41.7% 7.62% 42.15%
set-cookies (persistent) 88 17.05% 37.5% 11.36% 34.09%

TABLE 1V: Distribution of unique ID-like values across different browsing scenarios. “Cookies” are cookies sent from the
browser to the server. “Set-cookies” are cookie set requests sent from the server to the client.

provided required input which were text-based entries, so the
differences in payload volume are not caused by, for example,
uploaded files. Among the non-Google domains being sent
considerable amounts of post data are: New Relic which offers
browser monitoring services [45], [46], Microsoft Defender
an “enterprise endpoint security platform” [47], Microsoft
Clarity a behavioral analysis tool [48], and Azure Monitor
which enables application performance monitoring [49], [50].
Although not explicitly used for tracking, some requests to
Microsoft Defender still contained user information such as
language and timezone as well as device information such
as browser type and version, screen resolution, and operating
system and made calls to Google Analytics with identifiers.

D. Third Parties Mentioned in Privacy Policies (RQ4)

As mentioned in Section III-E, eight cities had links to their
city-wide privacy policies from their 311 sites and three had
links from their homepages. The privacy policies were there-
fore not specific to 311 services, but were applicable to all city-
wide practices. Out of these eleven cities, only five explicitly
named third parties in their privacy policies. Halifax named
Google, Browse Aloud, and AddThis, and also mentioned
they collect device information. Montreal referenced Google
reCAPTCHA to verify human interactions and named Google
Cloud as the “Data Processor” for the service. Montreal
also mentioned using Google Analytics to collect statistical
information, and that data collected can be transmitted to



City 1st- 3rd- Query | Google Service Listed
Party | Party | String | in Privacy Policy
Cookie| Cookie| Value

Calgary v

Halifax v v v Google

Iqaluit v v v N/A

Moncton v v

Montreal v v v Google Cloud, Google
reCAPTCHA, Google
Analytics

Ottawa v v Google Analytics

Saskatoon v v v

St. John’s

Toronto v v v

Vancouver v v v

Whitehorse v v v N/A

Winnipeg v v v Google Programmable
Search Engine, Google
reCAPTCHA, Google
Analytics

Yellowknife

Legend: v' = ID-like value sent, v'* = ID-like value sent when

logged-in.

TABLE V: Which cities are sending ID-like values in cookie
or query string data to Google-owned services and what
Google services are named verbatim in the respective privacy
policies.

Google servers outside of Canada. Ottawa named Google
Analytics to collect data for statistical purposes, but informed
visitors “Google currently offers a free Google Analytics opt-
out tool” which was linked to in the privacy policy. Vancouver
listed Expo which provides push notifications for their mobile
311 app. Finally, Winnipeg mentioned Google Programmable
Search Engine which helps their visitors look for information,
Google reCAPTCHA to verify users are human, and Google
Analytics to report on web traffic and use. The third parties
listed in the privacy policies do not represent the number of
third parties contacted during service requests which ranged
from 6 to 18. Furthermore, as listed above, the privacy policies
often only include company names such as “Google” instead
of listing specific services or subsidiaries like ““YouTube” (c.f.
Table V).

Furthermore, cities were not clear about whom they shared
personal or device information with. Calgary was the only city
which explicitly claimed it does not share personal or device
information to third parties. On the other hand, Montreal men-
tioned that third parties collect personal information and device
information. Four additional cities mentioned that third parties
collect device information. Seven cities claimed to not sell,
rent, share, exchange, or disclose personal information unless
required by law while five mentioned that only authorized
personnel (e.g. city staff) can access personal information.

E. Collection, Use, Retention, and Protection of Information
(RQ5)

1) Collection and use: Cities specified two types of in-
formation in their privacy policies: personal information and
device information. These terms were not explicitly defined,
but cities provided examples of what they considered personal

or device information. Table VIII lists information explicitly
mentioned in privacy policies. Name and email are the most
common forms of personal information listed with IP-address
and cookies also frequently referenced.

Three cities claimed to automatically collect personal in-
formation of visitors to their sites. Three others claimed
to collect personal information only when it is voluntarily
provided (through, for example, form submission or email
correspondence). Calgary, out of these three, further claimed
not to collect without notice. Two cities (claimed they do not
automatically collect personal information. However, six cities
claimed their web servers collect device information with two
of these further tracking visitors’ browsing habits (such as
page navigation). Four cities mentioned third parties collect
device information such as browser versions and IP addresses,
but these third parties were not always explicitly named as we
saw in section IV-D.

Cities were vague about the purpose for which they collect
personal information. Seven claimed to collect it to respond
to requests and provide services for citizens. Some (23%)
said they collect personal information for the purpose it was
supplied for. Two cities claimed to use personal information to
improve city services. The city of Montreal was the only city
which claimed to collect personal information so citizens do
not need to re-identify themselves. Saskatoon’s privacy policy
explicitly stated that personal information is not collected for
website operation.

On the other hand, many cities (46%) claimed to collect
device information for website operation. Seven cities claimed
device information is collected for statistical or analytical
purposes. Halifax collected device information to facilitate
the security of its online services. Five cities collected this
information to enhance visitor experiences on their websites.

In section IV-C we saw many cities sending cookies to
trackers to identify users. Toronto’s privacy policy echoed
this by mentioning the use of persistent cookies to log user
activity over multiple visits “with the intent of remembering
data, settings, or preferences unique to that visitor.” Likewise,
Moncton and Montreal’s privacy policies mentioned using
cookies for retargeting and advertisements. On the other hand,
Calgary explicitly stated the information their website collects
is not used to identify users.

2) Retention and protection: Cities did not clearly express
their retention and data maintenance practices in their privacy
policies. Most commonly they referred to city-wide auditing
requirements, records retention schedule, or other bylaws
though these were not always explicitly named or linked to but
referred to by those keywords. The exceptions were Montreal
and Vancouver which explicitly named the legislation and
Winnipeg which linked to it. Five cities referred to these
requirements for the maintenance and disposal of personal
information and one city, Calgary, for the maintenance and
disposal of device information. Overall, three cities claimed to
retain personal information and three claimed to retain device
information (Montreal, claimed to do both). None of the cities
referred to third party data retention practices.



City Domain Regular  Signed-in  Browsing Both
First-party

Calgary calgary-cwiprod.motorolasolutions.com 81 81 81 81
Moncton moncton.ca 11 11 11 11
Saskatoon saskatoon.ca 377 377 377 377
Vancouver van311.ca 3736 3736 3736 3736
Yellowknife  apps.yellowknife.ca 5812 5812 5812 5812
Third-party

St. John’s stjohns.form.ca.empro.verintcloudservices.com 143 143 143 143
Winnipeg winnipeg.form.ca.empro.verintcloudservices.com 770 881 770 770
Tracker

Halifax google.com 16947 15762 14673 16335
Igaluit google.com 23891 19962 17601 17994
Iqaluit bam.nr-data.net 70244 58662 46900 55326
Moncton maps.googleapis.com 581 581 580 579
Montreal google.com 16137 17399 16116 17735
Ottawa us-mobile.events.data.microsoft.com 1041124 1029323 983881 1028866
Ottawa google-analytics.com 32 32 32 32
Saskatoon v.clarity.ms 132030 190543 188860 131384
Saskatoon canadacentral-1.in.applicationinsights.azure.com 29722 28881 28839 28946
Toronto google.com 112214 92324 64982 65979
Toronto translate.googleapis.com 1097 1076 1103 1104
Vancouver analytics.google.com 689 689 689 689
Whitehorse google.com 18739 22839 20735 22291

TABLE VI: Total length (bytes) of POST data sent to domain during pothole request across different browsing scenarios.

# First-Party | # Third-Party # Tracker # Total
City Connections Connections Connections | Connections

Calgary 8 16 8 32
Halifax 8 4 28 40
Iqaluit 4 4 40 48
Moncton 8 4 28 40
Montreal 12 4 24 40
Ottawa 16 12 24 52
Saskatoon 4 4 56 64
St. John’s 16 16 16 48
Toronto 8 23 48 79
Vancouver 4 16 33 53
Whitehorse 4 12 56 72
Winnipeg 8 16 44 68
Yellowknife 4 24 4 32

TABLE VII: Distribution of first-party, third-party, and tracker
connections by city

Cities tried to encourage visitors that their data is protected.
Six cities claimed to take security measures or precautions
to protect personal information— the most common measure
stated in three cities was “encryption technology”. Two cities
claimed to adopt “safeguards” against unauthorized disclosure
of personal information. Although the cities claimed to imple-
ment security measures, four warned that data security cannot
be fully guaranteed. Two cities reminded visitors to protect
their own devices and passwords. Furthermore, eight cities did
not take accountability over the practices of linked sites and
two of these cities did not take responsibility for third-party
practices. Instead, cities encouraged visitors to understand
other parties’ privacy policies.

V. SUMMARY OF FINDINGS

We looked at municipal problem reporting websites of
the largest Canadian city in each province (excluding Prince

Edward Island). We focused on data automatically being
collected during pothole reporting for consistency. We posed
five research questions.

RQ1 We asked what privacy-related personal data a user
is explicitly asked to provide and which of these data are
required. We learned that most cities ask for: personal infor-
mation such as name and contact information (email, phone,
and address) and potentially personally identifiable informa-
tion such as location of the request and additional details.
Personal information is required depending on the service, but
personally identifiable information is almost always required.

RQ2 We asked which third-party websites are contacted
when a citizen reports a pothole. We found cities contacted, on
average, 11 third parties, many of which were known trackers
predominantly Google-related.

RQ3 We asked whether unique identifiers or large amounts
of data were being sent to known trackers without user aware-
ness or consent. We found that users were sometimes notified
of their data being collected by the city in the submission
interface, but were not informed of third-party data collection
there and, therefore, unable to consent. We found all but two
cities sent unique identifiers to Google services. All but two
cities sent post data to third parties, nine of which sent post
data to trackers.

RQ4 We asked what third parties are explicitly mentioned
in the privacy policy and in what context. We found only
six cities named third parties with four of them explicitly
listing Google services. Third parties are referenced to collect
information for statistical, analytical, and operational purposes
to maintain the website.



TABLE VIII: Information explicitly mentioned in privacy policies. Note that many privacy policies use general terms like
“personal information” or “behavioral interaction” which are not represented in this table.
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Whitehorse
Winnipeg VvV v v |V
Yellowknife v |V ViIivI|iv |V

TABLE IX: Counts of unique third parties: named in privacy policies, contacted during pothole service request process, using
ID-like values in cookies or GET strings, and being sent POST data as well as if the privacy policy mentions analytics at all.

Third party | Third party Third party Third party Analytics
City Mentioned Contacted Using ID-like Values | Non-empty POST data | Mentioned
Calgary 0 6 1 0 v
Halifax 3 8 6 1 v
Igaluit NA 11 4 2 NA
Moncton 0 8 4 1 v
Montreal 3 7 3 1 v
Ottawa 1 9 4 2 v
Saskatoon 0 15 7 2 v
St. John’s 0 8 1 1 -
Toronto 0 18 8 2 v
Vancouver 1 13 6 1 -
Whitehorse NA 17 9 1 NA
Winnipeg 3 15 6 1 v
Yellowknife 0 7 0 0 v

RQ5 We asked what 311-related information does the
privacy policy state is collected and what statements are made
about its use, purpose, and protection. We found cities tended
to echo the “minimum necessary” principle [51] to justify
collecting personal information and justified collecting device
information to help with website operation. Policies did not
express data maintenance or retention practices, but some
alluded to city-wide standards (such as bylaws and records
retention schedules). Privacy policies contained language such
as “takes safeguards” and “uses encryption” to assure users
their data is protected without providing further details. They
also do not take responsibility over third-party practices, and
instead encourage visitors to understand third-party privacy
policies.

VI. DISCUSSION

A. Trust in Online Government Services

One of the roles of 311 sites is to increase the public’s
trust in the government’s ability to be proactive and deal with
issues that the public cares about [3]. Some cities provide
pothole maps with the repair status of each one, for example,
to demonstrate that the government is being proactive about a
key citizen concern. Having a 311 site actively sending data
to third party trackers seems to be working against that trust-
building goal.

It is easy for people to resign themselves to ubiquitous
online tracking which enables surveillance capitalism [52]-
even to the persistent use of targeted advertising and dis-
criminatory practices such as online price discrimination. But
people may not be as accepting of such technologies on a
government website, especially if the resulting data is being
sent for use by another government. There is concern of N.S.A.



surveillance especially given that the majority of trackers
are U.S.-based [40]. Currently, a Canadian is suing the U.S.
Department of Homeland Security because of their subpoena
to Google compelling the release of information related to his
account [53]. Experts interviewed by the Canadian media on
this matter argue that this type of surveillance is unavoidable
but encourage citizens to “start thinking about encryption”
and “check a box wherever you can that says I want my
data in Canada” [54]. Although encryption helps with data
confidentiality, we saw in this study that users are not regularly
presented with choices about where their data goes.

This is in contrast to the E.U. where legislation focuses on
prevention of harm and adopts far more stringent guardrails
for tracking. Within this legislative framework, tracking prac-
tices on government websites are documented and contested.
Based on their analysis of trackers deployed in European
Open Government portals, Stepanovic et al. [55] recommended
raising public awareness of tracking, removing tracking-based
analytics as much as possible, switching to open source web
analytics, and conducting regular audits of web analytics
solutions. Canadian citizens who would like similar protec-
tions need to be far more proactive, engage in data practices
that require more digital literacy, and self-organize to raise
awareness.

As part of the responsible disclosure process, we con-
tacted the cities prior to publication. We are having ongoing
discussions about how cities can improve their services by
highlighting the gaps between what information is conveyed
to citizens via website interfaces and privacy policies and what
is shared with third parties in the background. We hope this
conversation helps cities improve transparency around their
data practices.

B. Google Tags and Analytics

Google services, including tags and analytics, were the most
common types of tracking to be found on Canadian 311 sites.
This finding is hardly surprising since these free services are
also the most prevalent trackers across the web [39], [56],
[57]. Stepanovic et al. [55] also noted the high prevalence
of Google Analytics in their sample of European government
data services and raised privacy and transparency concerns.

Partially due to Europe’s GDPR, Google added controls
that developers can use to manage the type of data being
sent to Google and how it is used. GDPR notably applies
to European Union citizens even if they are not currently
physically located in the European Union. As a response,
many mobile advertising networks tried to push the burden
of complying with these laws onto developers [58].

While working on this paper, we read through getting started
guides for Google Analytics and Tag Manager, among others.
These guides generally adopt a “developers are responsible”
perspective: For example, they instruct developers to be aware
of and compliant with regional privacy laws. They encourage
developers to set up consent mode if they have end users in
the European Economic Area. Consent mode “receives your
users’ consent choices from your cookie banner or widget and

dynamically adapts the behavior of Analytics, Ads, and third-
party tags that create or read cookies” [59]. But while these
tools do exist and are mentioned, they are not necessarily as
well supported from a developer usability perspective.

Communicating privacy-related requirements between legal
teams and developers is also a known ongoing challenge [60]
which can lead to situations where a privacy policy says
one thing and the developed code does something else. Such
situations may be the cause of our identified discrepancies.

We suspect that while some of the cities we studied included
tools like Google Analytics to use its detailed tracking features,
others may have installed it for basic features without under-
standing options to opt-out of data collection. We point out that
simple tracking of web visitor numbers and broad locations (IP
address geolocation) is quite possible to do without involving
Google products, it is just not necessarily as easy or seamless
to use.

C. Privacy and the Unknown

Notably most of the city privacy policies we looked at
were vague, not specific to the 311 service, and used general
language. Such issues are typical for privacy policies which
are often ambiguous [61] and challenging to read [12], [62].

Part of the tension is likely caused by the size and complex-
ity of a city. Similar to Google’s decision to unify its privacy
policies to better enable data sharing between its services [63],
cities aim to create a single unified privacy policy. But doing
so comes at the cost of specificity as the policy must now cover
all city activities. Only a few cities referenced municipal acts
under which they collected user data within the submission
interface rather than solely linking to a city-wide policy.

Privacy is important in online data safety partially because
the future is unknown. In 2020 it was not expected that
companies would use data from users for Al training, and now
it is a common practice. Governments also change with certain
types of data being off-limits from government intrusion under
one regime and then used for population profiling under
another. Privacy policies try and future proof organizations
against changing use of collected data. Similarly, individuals,
particularly members of vulnerable groups [9] and ethnic
minorities [10], are mindful of the negative consequences of
having too much data tracked about them.

VII. FUTURE WORK

Purpose is an important part of privacy— users care not only
about what data is being accessed but also why it is being
accessed and for what purpose. Our analysis of network traffic
approximates purpose by using the domain of the contacted
website and comparing that domain to a list of known trackers.
This approach provides a clear measurement that is easy to
replicate, but it also conflates domain with purpose.

Future work should consider the best ways to identify the
purpose of such connections to better align them with privacy
policy statements. In some cases, the connection purpose is
quite clear such as connections to DoubleClick, a tracking



company, being used for tracking. The purpose of other con-
nections are less clear, such as connections to Google-owned
services like analytics and maps. Determining the purpose of
such Google-related connections is also difficult because of
Google’s unified privacy policy. In 2012, Google unified the
policy to encompass different services [63]. On one hand, this
reduces the number of policies users need to read but, on the
other, it makes it harder to understand which data will be
used and how among different services such as advertising
and analytics [64]. Developers may add specific elements to
a website for particular purposes— such as a Google mapping
component to help users report the location of an issue— but
the data transmitted through these elements may be used for
purposes beyond what the developer intended.

Accurately identifying how data is used across sites is still
an open and challenging problem that requires understanding
which sites are contacted, what data is sent, and what is
conveyed in the privacy policies of the destination sites.
Regulation such as GDPR addresses such issues by ensuring
there is a clear data controller. Even then, it is unclear how
familiar data controllers are with the privacy policies of all
third-party sites contacted. Moreover, such regulation is not
universal. In light of these challenges, we hope continued work
in this area will help users better understand how their personal
data are handled and help hold organizations that collect and
share it accountable.
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APPENDIX
A. Browsing Scenario

In our third scenario, browsing, we first visit homedepot.ca,
search for “tire gauge”, and click on the first result. We next
visit usatoday.com, scroll until the “Shopping” header, click
on that, and scroll until the “Popular Picks” header. Then we
visit expedia.ca, enter “Toronto” in the “Where to?” search
field, select “Dates” on the calendar from March 20-27, keep
default selection (2 travelers, 1 room) for “Travelers”, click
“Search”, and scroll past 6 results. We then continue to the
pothole reporting process as the regular scenario (c.f. III-D).



