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What is Phishing?

Phishing is a type of cyber-attack in which targets are contacted by email, telephone or text 
message by someone posing as a legitimate institution to trick individuals into providing 
sensitive data such as personally identifiable information, banking and credit card details, 
and passwords. This information is then used to harm the users, organizations and society 
at large.

● Financial loss
● Reputational loss
● Loss of safety
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Example of a Phishing Email

Subject line 
confusingFrom address 

domain is wrong

Asking to 
click link

Grammatical 
Errors
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Scale of the problem

Source: Tessian- Must-Know Phishing Statistics (https://www.tessian.com/blog/phishing-statistics-2020/)

4Source: [1] https://www.egress.com/blog/phishing/phishing-statistics-round-up
             [2] https://apwg.org/trendsreports/

1. APWG observed almost 5 MILLION phishing 
attacks in 2023, the worst year for phishing on 
record [2].

2. 94% of organizations were victims of phishing 
attacks [1].

3. 83% had multi-factor authentication (MFA) that 
was bypassed for the attack to succeed [1].

https://www.tessian.com/blog/phishing-statistics-2020/
https://www.egress.com/blog/phishing/phishing-statistics-round-up
https://apwg.org/trendsreports/


Organizational Phishing Defence
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Source: https://www.ncsc.gov.uk/guidance/phishing#section_3

02

03

04

01 Layer 1 Make it difficult for 
attackers to reach users.

Layer 2
Help users identify and 

report suspected 
phishing emails.

Layer 3
Protect against the 

effects of undetected 
phishing emails.

Layer 4 Respond quickly to 
incidents.



Scale of the problem

Source: Tessian- Must-Know Phishing Statistics (https://www.tessian.com/blog/phishing-statistics-2020/) 6

https://www.tessian.com/blog/phishing-statistics-2020/


Solution: Automation and AI
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1. An organization using AI-based security 
solutions can experience a reduction in costs 
associated with a data breach, from $6.71 
million to $2.90 million.

2. Security AI/automation was associated with a 
faster time to identify and contain the breach.

Source: https://www.ibm.com/reports/data-breach

CHEAPER and FASTER!



8

Need for a CLEAR and CONCISE representation 

Research Gap: Email Variation

Source: https://monkey.org/~jose/phishing/



Research Gap: Structured Context
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Who is it from?

What is the 
issue?

What are they 
asking for?

What tricks?
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Research Gap: What Humans See?
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Research Gap: What Computers See? 
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Research Gap: What is the correct context? 

How to find the CORRECT context?



Past Research - A Phishing Codebook
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Phishing Codebook: A Structured Framework for the Characterization of Phishing Emails - T. Saka, K. Vaniea, & N. Kökciyan; arXiv preprint

High-Level Code Explanation Sub-Codes

From- Company Name Name of the organization being 
impersonated

in-vivo coding

From- Sector Type of sector the email claims to be from financial, email, document share, 
logistics, shopping, service provider, 
security, government, unknown

Salutation Type of salutation used to address the 
recipient

name, email, generic, none

Threatening Language Presence of threatening language threat, none

Urgency Cues Presence of time pressure or urgency cues urgent, none

Action - Generic The action being prompted in the email click, download, reply, call, other, none

Main Topic Main purpose of the email in-vivo coding

Action - Specific The reason provided to perform an action in-vivo coding
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Code Nedbank USAA

From- Company nedbank usaa

From- Sector financial financial

Salutation generic none

Threatening 
Language

none none

Urgency Cues none none

Action download download

Main Topic encrypted electronic 
statement

personal document

Action Specific attached to this email document attached



PhishCoder
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PhishCoder: Efficient Extraction of Contextual Information from Phishing Emails - T. Saka, K. Vaniea, & N. Kökciyan; SECAI 2024

● In this paper, we introduce PhishCoder, a novel framework designed to extract contextual 
information from phishing emails.

● Now that we have a concise, contextual representation of phishing emails, we need a way to 
automate the process.

● This is a essentially information extraction from textual data - Language Models!

● Our focus is on human-centric features, which are often overlooked in traditional approaches, as 
they are the features that users notice when evaluating a potentially suspicious email.



Why Fine-tune Language Models?
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Source: https://www.turing.com/resources/finetuning-large-language-models#what-is-fine-tuning,-and-why-do-you-need-it?

1. Domain-specific expertise

2. Improved task performance

3. Customization

4. Efficiency

5. Faster convergence



PhishCoder: Methodology
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PhishCoder: Efficient Extraction of Contextual Information from Phishing Emails - T. Saka, K. Vaniea, & N. Kökciyan; SECAI 2024

Step 1: Define the tasks for information extraction.



Text Classification
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PhishCoder: Efficient Extraction of Contextual Information from Phishing Emails - T. Saka, K. Vaniea, & N. Kökciyan; SECAI 2024

Text Classification is the task of assigning a label or class to a given text. 



Question Answering
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PhishCoder: Efficient Extraction of Contextual Information from Phishing Emails - T. Saka, K. Vaniea, & N. Kökciyan; SECAI 2024

Question Answering models retrieve the answer to a question from a given text: extractive or abstractive.



PhishCoder: Training Dataset

20
https://monkey.org/~jose/phishing/

Nazario Phishing Dataset
● Publicly available 

hand-screened emails.
● 490 emails (D1)

UoE Phishing Research
● Emails “donated” by staff 

to a research inbox.
● 31 emails (D2)

We created the final dataset of 521 emails by combining D1 and D2.



PhishCoder: Labelling Data
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https://labelstud.io/guide



PhishCoder: Fine-tune Language Models
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https://labelstud.io/guide

● Compact architecture
● Efficient in time and 

resources
● Simple to fine-tune
● Privacy-friendly (local 

processing)

● BERT: Bidirectional 
Encoder Representations 
from Transformers.

● RoBERTa: Robustly 
optimized BERT.

Models Why?



PhishCoder: Text Classification Results
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https://labelstud.io/guide



PhishCoder: QnA Results
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PhishCoder: Results
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PhishCoder: Efficient Extraction of Contextual Information from Phishing Emails - T. Saka, K. Vaniea, & N. Kökciyan; Under-review SECAI 2024

● Our results show that fine-tuned language models are promising for extracting contextual 
information from phishing emails, offering a new direction for security research.

● Developed a multi-headed classification model for simultaneous task performance, but 
individual models outperformed it when trained with limited data.

● A major limitation is the issue of class imbalance, which can lead to biased models favoring 
the majority class.

● We need more annotated data from different sources to improve generalizability and 
performance.

● We got a new dataset from the Cambridge Cybercrime Centre.



PhishCoder: Research Contributions
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RC1 We introduce PhishCoder to capture the contextual nature of phishing emails by 
considering human-centric features.

RC2 Using real-world datasets and four pre-trained language models, we demonstrate their 
effectiveness in extracting contextual information from phishing emails.

RC3 We explore the feasibility of a fine-tuned multi-task classifier to simultaneously 
perform the multiple tasks.

PhishCoder: Efficient Extraction of Contextual Information from Phishing Emails - T. Saka, K. Vaniea, & N. Kökciyan; SECAI 2024

RC4 We provide specific recommendations for using the PhishCoder outcomes.



Proposed Solution 1: Campaign Detection
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A spam or phishing email campaign usually refers to a large number of emails sent by a common source. 
These emails share common characteristics such as the underlying fraud, the organization being 

impersonated, a malicious element, and the reaction it elicits.

Spam Botnets Phishing Webpages



Research Goal - Identifying Campaigns
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Proposed Solution 2: User Assistance
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AI-powered phishing-advice tool analyzes reported 
emails, providing tailored advice to users based on 

contextual phishing indicators, aiding 
decision-making understanding.

Source: PhishED: Automated contextual feedback for reported Phishing, In Proceedings of the Symposium on Usable Privacy and Security Poster Track. 2022.



Research Goal - Creating User Guidance
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Research Aim - Efficient Phishing Mitigation
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Thank you :)
 
For any questions, comments or suggestions, please contact: Tarini Saka ( tarini.saka@ed.ac.uk) 

mailto:t.saka@sms.ed.ac.uk

