NOTE: This is an anonymized version to avoid breaking confidentiality. The final version will contain non-blinded
emails and reports.

Participant Information and Consent
This study was certified according to the Informatics Research Ethics Process, reference number ****#xxxx
Please take time to read the following information carefully.

What is the purpose of this study? The goal of this study is to investigate the impact of automated email analysis on
users' ability to detect scam emails and to explore whether such a tool would alter the way users process their emails.

Why have | been asked to take part? We are looking for participants who rely on emails for their daily correspondence
and are familiar with email clients.

Do | have to take part? No. Participation in this study is entirely up to you. You can withdraw from the study at any time,
without giving a reason. Your rights will not be affected. If you wish to withdraw, contact the principal investigator. We will
stop using your data in any publications or presentations submitted after you have withdrawn consent. However, we will
keep copies of your original consent, and of your withdrawal request.

What will happen if | decide to take part? You will be asked to read a total of 20 emails in two rounds and perform in-
survey actions based on their content. Each round includes some scam emails. Once you have processed all the emails,
you will be asked to provide some basic demographics, such as age, gender, and degree. We will also ask for some
feedback on our study. The entire study should take an estimated 25 minutes to complete.

Are there any benefits associated with taking part? You will receive £3.75 as compensation for participating in this
study. Your participation will help us understand if such an automated on-demand tool for analyzing emails can help
people identify scam emails, thereby improving protection for yourself and others in the future.

Are there any risks associated with taking part? While you cannot directly interact with links in the emails in the
survey, please do not copy or try to access them as they may belong to real scam emails.

What will happen to the results of this study? The results of this study may be summarised in published articles,
reports, and presentations. Quotes or key findings will be anonymized: we will remove any information that could - in our
assessment - allow anyone to identify you. With your consent, information can also be used for future research. Your data
may be archived for a minimum of 3 years.

How will my data be protected and kept confidential? Your data will be processed in accordance with the Data
Protection Law. All information collected about you will be kept strictly confidential. Your data will be referred to by a
unique participant number rather than by name or platform ID. Your data will only be viewed by members of the research
team. All electronic data will be stored on password-protected encrypted computers, on the School of Informatics' secure
file servers, or on the University's secure encrypted cloud storage services (DataShare, DataSync, or Sharepoint). Please
note: You will be asked to provide data through Microsoft Forms which will provide us with your name. We will
immediately remove your name from our data and you may verify this in accordance with your data protection rights.

What are my data protection rights? The ******** |5 3 Data Controller for the information you provide. You have the
right to access information held about you. Your right of access can be exercised in accordance with the Data Protection
Law. You also have other rights including rights of correction, erasure, and objection. For more details, including the right
to lodge a complaint with the Information Commissioner's Office, please visit www.ico.org.uk. Questions, comments, and
requests about your data can also be sent to the University Data Protection Officer at ********* EFgr general information
about how we use your data, go to ****xraek

Who can | contact? If you have any further questions about the study, please contact the lead researcher. If you wish to
make a complaint about the study, please contact ********* \When you contact us, please provide the study title and details
of the nature of your complaint. This study was certified according to the Informatics Ethics boards, with reference number

Kkkkkkkkkk
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Alternative formats: To request this document in an alternative format, such as large print or on coloured paper, please
ContaCt *********_

Consent

By proceeding with the study, | agree to all of the following statements:

* | have read and understood the above information.

* | understand that my participation is voluntary, and | can withdraw at any time.

* | consent to my anonymised data being used in academic publications and presentations.

By choosing Yes, you agree to all of the terms listed above.
O Yes - Take me to the study
O No - Exit the study

Skip To: End of Survey If Welcome! Thank you for taking an interest in our research.  Participant Information and

Con... I=Yes - Take me to the stud

Differentiating scam and legitimate emails

In this study, you will review emails sent to an undergraduate student, Emily Morrison, at the School of Informatics. Your
task is to determine whether the emails she is receiving are legitimate for a University student or if they are scam emails,
aiming to cause harm.

Scam Emails

A scam email (phishing) is a type of online fraud where attackers send deceptive emails impersonating legitimate
organizations or individuals to trick victims into revealing sensitive information, such as passwords, credit card numbers,
or personal details.

Instructions
¢ In this round, you will be presented with 10 emails, some of which are scams.
e For each email, the primary link is displayed in the bottom taskbar. The displayed link corresponds to the one
intended for you to click on and matches the location of the hovering pointer.
e You will be asked to assess the likelihood of each email being malicious using your existing skills and knowledge.
e No need to Google. Answer based on the information you are provided or already know. There is no need to
Google for unfamiliar names or terms.
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Here is some information about Emily for context:

Emily Morrison

{= Final year, Informatics Student

¥ UK Citizen

ABOUT EMIILY:
*  Emily is a student at the <blinded= University.
*  Emily is part of the School of Informatics (<blinded=).

Which university does Emily go to?
O <blinded >University 1
O <blinded >University 2
O <blinded >University 3
O <blinded >University 4

What is Emily's email address
E.Morrison@<blinded >
Emily.morrison@<blinded >
EmilyM@<blinded >
Emily.M@<blinded >

000aO
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Imagine Emily receives the email below in her inbox:
<Blinded> Someone sent you a file Via WeTransfer - Mozilla Thunderbird - O &
File Edit View Go Message Tools Help
# Write | @ Tag v

More v
From WeTransfer <noreply@wetransfer.com=>@

To Blinded @ 19/08/2024, 15:31

Subject <Blinded> Someone sent you a file Via WeTransfer

<Blinded>
sent you some files

‘pls ce attached’

Downlr.:b.:l

Files (126 KB total)
infodata.zip

Will deleted on
9 april, 2017

Get more out of WeTransfer, get Plus

To make sure you can receive our emails, please add noreply@wetransfer.com
to your trusted contacts

= https://wetransfer.com/downloads/2e5895692ee413620b8ebeff12a0d62520170330112

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

00000o

Page 4 of 58



Imagine Emily receives the email below in her inbox:
sorry, we couldn't Deliver this message to your inbox - Mozilla Thunderbird - o
File Edit View Go Message Tools Help
& Write | ¢ Tagv
From Blinded ® Reply Forward Archive Junk Delete || More v
To Blinded ® 19/08/2024, 16:55

Subject Sorry, we couldn't Deliver this message to your inbox

I Message generated from <Blinded> source.

Notification of pending messages.

Some messages are pending from delivering to <Blinded> .

Due to low signal we notify you to take prompt actions

Release Messag-ly

Messages should be moved to the inbox. Goto Clutter.

) https://en-ingles.com.ar/server/#bWFya0B2b2x2by5jb20=#<Blinded>

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

00000
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Imagine Emily receives the email below in her inbox:
Paymentinfo: Please review and sign via DocuSign - Mozilla Thunderbird - o O
File Edit View Go Message Tools Help
# Write ' @ Tagwv

More v
From DocuSign Payment Advise <sales2@occicare.com> @

To Blinded® 18/08/2024, 07:58
Subject Paymentinfo: Please review and sign via DocuSign

HSBC <>

Dear Sir/Madam,

The attached payment advice is issued at the request of our customer, the advice is for your
reference only <Blinded>

Please refer to the attached payment advice for your perusal,

Click belowfill up the details to view.

Fill Deils
Yours faithfully,

Global Payments and Cash Management
HSBC

(=) https://spsxvus7xxr7rws6kvdf737cn5e23p3otekowxtpwnézrdajpgkq.arweave.net/k-v60I-S

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

00000
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Imagine Emily receives the email below in her inbox:
Unwrap a Free Gift from Us ? Get Yours Now - Mozilla Thunderbird - o0 8
File Edit View Go Message Tools Help
# Write @ Tagv
From Delta Advantage <delta.advantage@glinty.bet>@ More v

To Blinded ® 18/08/2024, 17:15
Subject Unwrap a Free Gift from Us ? Get Yours Now

A Special Offer for Valued Flyers and Potential Customers

Dear <Blinded>,

We would like to extend our gratitude to you for choosing Delta Airlines to fulfill your travel needs. The loyalty and support you have shown us are
greatly valued by our team, and we appreciate the opportunity that has been given to us to serve you.

For those who have yet to experience the services provided by Delta, we eagerly anticipate your feedback as potential future customers.

In order to ensure that Delta consistently delivers an exceptional experience, we kindly request your participation in a brief survey regarding your
recent flight or overall experience with the airline. Your feedback holds immense value to us, and as a gesture of appreciation for taking the time to
share your thoughts, we would like to express our gratitude by offering you a small token of appreciation.

For completing the survey, you will receive a $100 Gift!

To take the survey, simply click on the link below. It should only take a few minutes, and your responses will be completely confidential.
TAKE OUR SURYTY

Thank you again for your support. We look forward to hearing from you soon!

Warm Regards,

Delta Customer Survey

) http://www.glinty.bet/adjacency-retinas/4fe6u23vor5jX8K612Q4b4ssbaf20023QiDvbDE6shxIvwFIHEDGE4g10BQkdoSmoZK7q1y0Jt

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

O00000o
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Imagine Emily receives the email below in her inbox:
[Students] Blackwell Bookshop - Second-hand textbook buyback 2022-23 and sustainable options For students - Mozilla Thunderbird - O €
File Edit View Go Message Tools Help
# Write | ¢ Tagv
From Blinded® More v

To Blinded ® 17/08/2024, 09:16
Subject [Students] Blackwell Bookshop - Second-hand textbook buyback 2022-23 and sustainable options For students

Good morning,

Blackwell Bookshop have restarted second-hand buyback last Wednesday 4th May. They'll buy back from students any book in
reasonable condition which will be useful for next year's students, study skills books as well as textbooks, and this year more general
books too. Due to the pandemic they had only a limited service last year, and none the previous year, so they are very glad to reopen this
year and do their best to help out our students and our green economy.

Students are very welcome to e-mail them (<Blinded>) with a list of book titles and ISBNs before coming into the shop - a quick way to
work out if it's worth coming into the shop.

They are not the only place students can recycle physical books. Online, Amazon, Abebooks (owned by Amazon) and Alibris will all take
sales listings, and E-bay seems to be the most frequented site for academic text at the moment. Ziffit too offers an online second-hand
sales portal. In <Blinded>, zero-waste co-operative SHRUB (www.shrubcoopiﬁg) will exchange and recycle. Oxfam and Barnados are the
places with the best chance of selling donated academic text.

Best,
Olivia

students mailing list
<Blinded>

The <Blinded> University is a charitable body, registered in
<Blinded>, with registration number <Blinded>.

=) http://www.shrubcoop.org/

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

0O000oOo
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Imagine Emily receives the email below in her inbox:
[Students] [Survey] Spend 10 seconds to win £10 EECEEE - Informatics Experience Questionnaire... — O

File Edit View Go Message Tools Help
# Write | ¢ Tagv

From Blinded® More v
To Blinded® 17/08/2024, 03:20

Subject [Students] [Survey] Spend 10 seconds to win £10 £ JE £ 1 - InfFormatics Experience
Questionnaire -

Hi students,

Informatics Feedback Experience Questionnaire

Here s an 2nonymous 10—SeC0quuestionnaire on <blinded> feedback and

experience.
By completing it, you will have a chance to win £10 é o

Answering this questionnaire is efforn‘ess. Link: https://forms.office.com/e/dt4PmhM2fN

Your response are and greatly appreciated.

Best regards.

CLICK TOANSWER
CLICK TO ANSWER
CLICK TO ANSWER

> [0 1 attachment: ATTO0001.txt 146 bytes * Save v

=) https://forms.office.com/e/dt4PmhM2FN

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

00000
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Imagine Emily receives the email below in her inbox:
[sys-announce] Apple devices: please update them urgently - Mozilla Thunderbird - o Q
File Edit View Go Message Tools Help
# Write | 2 Tagv
From Blinded® More
To Blinded® 18/08/2024, 13:43

Subject [sys-announce] Apple devices: please update them urgently

If you have an Apple device such as a Mac, an iPhone, an iPad, or an Apple Watch, read on for an urgent
security message.

Apple has released updates to fix two security problems. These problems are being actively exploited, so you should
update your Apple device as soon as you can.

It's easy and it doesn't take long to do.

Apple has a handy page which tells you all about how to update the software on your device.

httns:ﬁsuonort.aDnle.com!en—usfH@()lzzz

Note that you want to update the system software (macOS, i0S, iPadQS, watchOS) rather than the apps, so you
don't want the App Store for this.

Instead go to System Preferences -> Software Update (on a Mac) or Settings -> General -> Software Update (on
an iPhone).

For more details of how to update, see the link above.

For more details of the vulnerabilities, see the link below.
https://nakedsecurity.sophos.com/2022/08/18/apple-patches-double-zero-day-in-browser-and-kernel-update-now/

<Blinded>
Informatics computing.

sys-announce mailing list
<Blinded=

The <Blinded> University is a charitable body, registered in
<Blinded=, with registration number <Blinded=.

=) https://support.apple.com/en-us/HT201222

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

Pick Moderately confident here.
Not at all confident
Slightly confident
Moderately confident
Very confident
Extremely confident

O00ooo
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Imagine Emily receives the email below in her
inbox:

[research-students] Share your experience with social media! - Mozilla Thunderbird - o0 9
File Edit View Go Message Tools Help
# Write @ Tagv
From blinded® More v
To blinded ® 18/08/2024, 15:39

Subject [research-students] Share your experience with social media!

Dear All,

I hope this message finds you well!

As part of her undergraduate project, my student <Blinded> is in need of participants for a questionnaire that aims
to research student's usage of social media in order to foster a sense of belonging during COVID-19. Your insights
and responses would significantly contribute to the success of <Blinded>’s study!

We kindly ask for a few moments of your time (it will take you 5-10 minutes) to complete this questionnaire, which
can be accessed through the following link: https://forms LHice.com/Pages
[ResponsePage.aspx?id=sAafLmkWiUWHIiRCgaTTcYV-
sFo4dn99Bq0pg7OHBTX5UOEUS0OUhHVEZHNUJRWE9DNEpPLTDJTNEpZNi4u

Your participation is invaluable and greatly appreciated. All responses will be kept confidential and used solely for
academic purposes.

This study has Informatics ethics approval with RT number <Blinded>.

Thank you so much. If you wish to contact us for more information, just reply to this email or reach out to <Blinded>
at <Blinded>

Best regards,

<Blinded>

research-students mailing list
<blinded url>

=) hktps://forms.office.com/Pages/ResponsePage.aspx?id=sAafLmkWiUWHIRCgaTTcYV-sFo4dn99Bq0pg7 OHBTXx5UOEUSOUhHVEZHNUdRWE9SDNE

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

O000o0o
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Imagine Emily receives the email below in her inbox:
Important: UNIDAYS log-in notification - Mozilla Thunderbird - o 0
File Edit View Go Message Tools Help
& Write | @ Tagv
From  UNIDAYS <no-reply@myunidays.com> @& Reply Reply Al Forward Archive Junk Delete || More v
To Blinded ® 18/08/2024, 20:26

Subject Important: UNIDAYS log-in notification
UNIiDAYS

Hi, <Blinded>
Your UNiIDAYS account has recently been logged into:

Date: 11th March, 2024 10:42 (GMT)
IP Address: <Blinded>

If you're sure this was you then please open the following
link fo authorise the log in.

https://account.myunidays.com/accou ntfemail—chal&lngg
/complete/app?s=N8xF4vgoDrPFpHa6&v=C69 kQi-
E7M%3d

If this wasn't you or you don't recognise this activity, then
please reset your password immediately.

At UNiDAYS, we take your data privacy very seriously and
do everything we can to protect your account. You can
help keep your account secure by making sure that you

use a unique password for UNIDAYS, not one you use for

other services.

support

=) https://femail.myunidays.com/system/clicked-ul/tnpsKPoy4k06bzjAlwloOr1YRDTTcStjriw550TevGhkxbneU5TSYyIP4EUipH1aHROCHMG6LY9hY2 Ny

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

O00o0o0o
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Imagine Emily receives the email below in her inbox:
Exciting Part-Time Summer Role with Sumdog - Apply Now! - Mozilla Thunderbird
File Edit View Go Message Tools Help
Z Write | @ Tag v

From Blinded ® Reply Forward Archive

To Blinded @
Subject Exciting Part-Time Summer Role with Sumdog - Apply Now!

A message from Sumdog
We are looking for a Computer Science student to help our Curricula Team.

Our mission is to narrow the poverty-related attainment gap by helping every child reach their full
potential. Sumdog is an online games-based maths & spelling practice & assessment app used by

primary and middle school pupils in the UK and USA.

What does the role involve?

You'll be creating python scripts and supporting modules to automatically generate variations of our
maths questions based on question requirements. This will involve generating placeholder filling
numbers to match specified distributions, creating reusable code that can help create questions faster
in the future and creating graphics using our SVG manipulation library for questions that require it.
You'll also collaborate with our curricula team via Gitlab to provide output samples and respond to
feedback.

What are we looking for?

Essential skills and experience:

e Ability to write well structured, clear scripts in python.
sExperience using object oriented programming.

«Experience using Gitlab or other similar version management tools.

What can we offer?
«Competitive salary: £11 per hour
eTemporary work: up to 3 months, starting wic 3rd June 2024

oA part time role - 3 full days (22.5 hours) per week (Monday-Friday)
How can | apply?
Find out more about this role on <Blind-d>.

The Sumdog Team

If you do not want to receive these emails, please unsubscribe. Please consider the environment before printing this

email. The <Blinded= University is a charitable body, registered in <Blindeds, with registration number <Blinded>

(=) Done

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

O000oOo

Junk

Delete|| More v
19/08/2024, 10:05
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Instructions for Round 2 (Control)

In this round, you will be presented with 10 new emails, some of which are scam emails. To assist you in detecting these
scams, you will also receive guidance from the University that Emily would receive. This report is designed to offer real-
time assistance to the end user as needed. The comic below illustrates this scenario.

Use CASE

CHECK EMAIL
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tala Kn B 7o 1s 1: BRI

PON’T RECOGNIZE THIS SENPER...
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GET AUTOMATED ANALYSIS
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BEIE

< 'x
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e

e

e

e Enlnkalnliill CaEalal
AN I T

For each emalil, please follow these steps:

1. Read the email thoroughly.

2. Review the guidance.

3. Decide the likelihood of it being a scam email.
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Imagine Emily receives the email below in her inbox:

Invoice from Bitdefender Internet Security +44 (800) 640-6015 (0056) - Mozilla Thunderbird - o o

File Edit View Go Message Tools Help

From
To

# Write @ Tagv

More v

service@paypal.co.uk <service@paypal.co.uk>@
Blinded ® 19/08/2024, 09:23

Subject Invoice from Bitdefender Internet Security +44 (800) 640-6015 (0056)

@)  https://www.paypal.com/invoice/payerView/details/INV2-XNCM-CCP2-86 FQ-EVMB?cc-email=true&v=18&utm_source=un

Hi Paypal User,

Here's your invoice

Bitdefender Internet Security +44 (800) 640-6015 sent you
an invoice for £808.20 GBP

Due on receipt

View and Pay Invoid&

Seller note to customer

Thank You

Don't know this seller?

You can safely ignore this invoice if you're not buying anything from this seller. PayPal
‘won't ask you to call or send texts to phone numbers in an invoice. We don't ask for your
credentials or auto-debit money from your account against any invoices. Contact us if
you're still not sure.

P PayPal

Help & Contact | Security | Apps

Is the above email a scam?

O
O

Yes, the email is a scam.
No, the email is not a scam.

How confident are you in your above answer?

@]
@]
@]
@]
O

Not at all confident
Slightly confident
Moderately confident
Very confident
Extremely confident

Which part of the report helped you most in making your decision?

O000ooocooo

Never share your password; legitimate support will never ask for it.

Be suspicious of offers or deals that seem too good to be true.

Guidance on email scams

These emails aim to steal usernames, passwords, bank
details, or infect systems with malware. Disguised as
legitimate messages, they encourage recipients to click
links or open attachments.

Protect yourself

Work and personal email accounts are
susceptible, but there are some simple steps you
can take to protect yourself and the University:

1. Never share your password; legitimate
support will never ask for it.

2. Be suspicious of offers or deals that seem too
good to be true.

3. Verify if you bought anything from the
company contacting you or are expecting a
delivery.

4. Never click on links or open attachments in
suspicious emails.

5. Check with the sender before opening
documents from shared stores like Dropbox.

6. Avoid joining mailing lists or subscribing to
unknown services.

7. Don't use your work email for personal
purposes.

8. Use different usernames and passwords for
different accounts.

Verify if you bought anything from the company contacting you or are expecting a delivery.

Never click on links or open attachments in suspicious emails.

Check with the sender before opening documents from shared stores like Dropbox.

Avoid joining mailing lists or subscribing to unknown services.
Don't use your work email for personal purposes.

Use different usernames and passwords for different accounts.
| did not use the report to decide.
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Imagine Emily receives the email below in her inbox:

Email Password Expired for <Blinded> - Mozilla Thunderbird - o 0
File Edit View Go Message Tools Help
# Write @ Tagv
Reply Reply A Forward Archive Junk Delete || More v
-Support <e.laskaridou@bondeventplanning.com> @
To Blinded ®

Subject Email Password Expired For <Blinded>

From
19/08/2024, 22:59

Password expiration message

Password expiration notification
The login password for your email account <Blinded> is scheduled to expire today.
Here's what to do next:

= Click the button below to continue using the same login passcode.

Maintain Same Passco-.'!

© Support

=) https://tFpl.com.sa/wp-content/uploads/happyaddons/wp-admin/Cham_JUNE/index.html#<Blind

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident

O Slightly confident

O Moderately confident

O Very confident

O Extremely confident

Which part of the report helped you most in making your decision?

Be suspicious of offers or deals that seem too good to be true.
Never click on links or open attachments in suspicious emails.
Avoid joining mailing lists or subscribing to unknown services.
Don't use your work email for personal purposes.

Use different usernames and passwords for different accounts.
| did not use the report to decide.

O000oo0oocooo

Never share your password; legitimate support will never ask for it.

Guidance on email scams

These emails aim to steal usernames, passwords, bank
details, or infect systems with malware. Disguised as
legitimate messages, they encourage recipients to click
links or open attachments.

Protect yourself

Work and personal email accounts are
susceptible, but there are some simple steps you
can take to protect yourself and the University:

1. Never share your password; legitimate
support will never ask for it.

2. Be suspicious of offers or deals that seem too
good to be true.

3. Verify if you bought anything from the
company contacting you or are expecting a
delivery.

4. Never click on links or open attachments in
suspicious emails.

5. Check with the sender before opening
documents from shared stores like Dropbox.

6. Avoid joining mailing lists or subscribing to
unknown services.

7. Don't use your work email for personal
purposes.

8. Use different usernames and passwords for
different accounts.

Verify if you bought anything from the company contacting you or are expecting a delivery.

Check with the sender before opening documents from shared stores like Dropbox.
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Imagine Emily receives the email below in her inbox:

Vacuum customer rewards - Mozilla Thunderbird - o0 9

File Edit View Go Message Tools Help

From
To

# Write | @ Tagv

More v

Confirmation Needed <nkwanga2016@gmail.com> @&
Chilli777 <nkwanga2016@gmail.com> @ 17/08/2024, 17:41

Reply to okumuroberts2@gmail.com @

Subject Vacuum customer rewards

YOU ARE A LUCKY USER

A BRAND NEW
DYSON VACUUM

FOR FREE

CONTINUE FOR FREE

Dear Lucky customer,

Congratulations!

iR

ng The Opportunity To Get One Of Our Limited Rewards For FREE (Shipping Not

ver The Questions About Your Experience With Us On The Next Page For Your

Chance To Receive The Brand-New Dyson Vacuum!

Your opinion is very valuable. Click OK to begin.

Kind Regards,
I¢ you o Longer wish to receive these enails, you nay unsubscribe by clicking hers ar by uriting o

6130 W Flaminda B, Las Vedas NV E1103

[ GetResponse

) https://s3.eu-west-2.amazonaws.com/anijui/Dyson+vacuum+UK_html

Is the above email a scam?

O
O

Yes, the email is a scam.
No, the email is not a scam.

How confident are you in your above answer?

O
O
O
O
O

Not at all confident
Slightly confident
Moderately confident
Very confident
Extremely confident

Which part of the report helped you most in making your decision?
Never share your password; legitimate support will never ask for it.

O00oo0oOboOooo

Be suspicious of offers or deals that seem too good to be true.

Guidance on email scams

These emails aim to steal usernames, passwords, bank
details, or infect systems with malware. Disguised as
legitimate messages, they encourage recipients to click
links or open attachments.

Protect yourself

Work and personal email accounts are
susceptible, but there are some simple steps you
can take to protect yourself and the University:

1. Never share your password; legitimate
support will never ask for it.

2. Be suspicious of offers or deals that seem too
good to be true.

3. Verify if you bought anything from the
company contacting you or are expecting a
delivery.

4. Never click on links or open attachments in
suspicious emails.

5. Check with the sender before opening
documents from shared stores like Dropbox.

6. Avoid joining mailing lists or subscribing to
unknown services.

7. Don't use your work email for personal
purposes.

8. Use different usernames and passwords for
different accounts.

Verify if you bought anything from the company contacting you or are expecting a delivery.

Never click on links or open attachments in suspicious emails.

Check with the sender before opening documents from shared stores like Dropbox.

Avoid joining mailing lists or subscribing to unknown services.

Don't use your work email for personal purposes.

Use different usernames and passwords for different accounts.
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O 1did not use the report to decide.

Imagine Emily receives the email below in her inbox:
™You have vehicle tax returns for period ending 1 September 2023, due 30 September2023,n... - 0 &
File Edit View Go Message Tools Help

# Write | J Tag v

More v
From  @Driver & Vehicle Licensing <order@i-k-system.com> @&
To Blinded ® 18/08/2024, 11:07
Subject ™You have vehicle tax returns For period ending 1 September 2023, due 30 September
2023, now available For refund!

This email was sent to you by someone outside the University.

You should only click on links or attachments if you are certain that the email
is genuine and the content is safe.

Driver and Vehicle Licensing Agency (DVLA)

You are eligible to receive a refund worth £124.24.

You have vehicle tax returns for the period ending August 1, 2023, due August
29, 2023, now available for refund.

Remember: We tried to send it to you automatically to your bank account but
were unable to do so, as we need your details on the file.

Please take a few moments to complete this refund form.
Please visit the UnigID link website as follows:
https://vehicletax.service.gov.uk/blinded/true auth/<https://s3.amazonaws.com

/bizacuity/dates/33/4/refl.html?blinded-
ulst09v84v32l?mftbbmrcz2k0?751Vlsf81263Dr4£308f584usaqx12?n9c1540c@v8vaxiﬁ479vcu

After completing it, please submit the form on your screen and allow us
from one to five business days for processing.

Best regards
Driver and Vehicle Licensing Agency.

) https://s3.amazonaws.com/bizacuity/dates/33/4/ref1.htm(?blinded-ulspy09y84v3z17mftbbmrcz2|

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident

O Slightly confident

O Moderately confident

O Very confident

O Extremely confident

Which part of the report helped you most in making your decision?
Be suspicious of offers or deals that seem too good to be true.
Never click on links or open attachments in suspicious emails.

Avoid joining mailing lists or subscribing to unknown services.
Don't use your work email for personal purposes.

O0oooooo

Never share your password; legitimate support will never ask for it.

Guidance on email scams

These emails aim to steal usernames, passwords, bank
details, or infect systems with malware. Disguised as
legitimate messages, they encourage recipients to click
links or open attachments.

Protect yourself

Work and personal email accounts are
susceptible, but there are some simple steps you
can take to protect yourself and the University:

1. Never share your password; legitimate
support will never ask for it.

2. Be suspicious of offers or deals that seem too
good to be true.

3. Verify if you bought anything from the
company contacting you or are expecting a
delivery.

4. Never click on links or open attachments in
suspicious emails.

5. Check with the sender before opening
documents from shared stores like Dropbox.

6. Avoid joining mailing lists or subscribing to
unknown services.

7. Don't use your work email for personal
purposes.

8. Use different usernames and passwords for
different accounts.

Verify if you bought anything from the company contacting you or are expecting a delivery.

Check with the sender before opening documents from shared stores like Dropbox.
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O Use different usernames and passwords for different accounts.
O 1did not use the report to decide.

Imagine Emily receives the email below in her inbox:
[Students] Paid Summer Job for <Blinded> Students! - Mozilla Thunderbird - o €
File Edit View Go Message Tools Help
# Write | & Tag v . -
Guidance on email scams
These emails aim to steal usernames, passwords, bank
details, or infect systems with malware. Disguised as

legitimate messages, they encourage recipients to click
links or open attachments.

More v
From Blinded ®

To Blinded ®
Subject [Students] Paid Summer Job For <Blinded> Students!

17/08/2024, 14:43

Hello Informatics students!

Protect yourself

Work and personal email accounts are
susceptible, but there are some simple steps you
can take to protect yourself and the University:

Have you sorted your summer plans? If you're still waiting to fill your summer, then
apply for this 2 month paid role at the University!

The <Blinded> University are currently recruiting 2 students to work full time
over June and July 2024 as Software Services Assistants. Paid at £11.43 per hour 1
plus £1.87 per hour holiday pay.

This job will be great experience for you to apply your skills to a work environment, 2
as you facilitate the provision of a software service for the university. It's a great
opportunity to develop your communication and data migration skills, whilst gain
experience in delivering functional software to a large organisation.

. Never share your password; legitimate
support will never ask for it.

. Be suspicious of offers or deals that seem too
good to be true.

3. Verify if you bought anything from the
company contacting you or are expecting a

delivery.
To find more information check out the Job Adw*it, and apply through that link !

with a CV and Covering Letter.
Please reply to this email (<Blinded>) if you have any questions!

4. Never click on links or open attachments in
suspicious emails.

5. Check with the sender before opening

Thank you,
Unitemps Team
Information Services Group

documents from shared stores like Dropbox.

. Avoid joining mailing lists or subscribing to

unknown services.

<Blinded> University 7/

Olin

> [ 1 attachmenkt: ATT00001.txt 146 bytes
(=) https://portal.unitemps.com/Search/JobDetails/29926936

. Don't use your work email for personal
purposes.

8. Use different usernames and passwords for
different accounts.
& Save | v

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?
O Never share your password; legitimate support will never ask for it.
O Be suspicious of offers or deals that seem too good to be true.
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Don't use your work email for personal purposes.

O00O000oOo

| did not use the report to decide.

Imagine Emily receives the email below in her inbox:

[sys-announce] Printing - Mozilla Thunderbird o 9
File Edit View Go Message Tools Help
& Write | g Tagv
More v
From Blinded ®
To Blinded @ 18/08/2024, 12:33

Subject [sys-announce] Printing

Dear all,

Use different usernames and passwords for different accounts.

there is an issue with printers not releasing print jobs. IS are
applying a fix for this that means printing will not be available

until 1pm.
You can read more at the alert

https://alerts.blinded/index. cfm?fuseaction=v&)w_alert&
alert 1d=11004

Regards
<Blinded>

<Blinded> (she/her)
User Support Manager
School of Informatics
<Blinded Address>

sys-announce mailing list
<Blinded>

The <Blinded> University is a charitable body, registered in
<Blinded>, with registration number <Blinded=.

=) https://alerts.blinded/index.cfm?fuseaction=view alert&alert id=11004

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident

Verify if you bought anything from the company contacting you or are expecting a delivery.
Never click on links or open attachments in suspicious emails.
Check with the sender before opening documents from shared stores like Dropbox.
Avoid joining mailing lists or subscribing to unknown services.

Guidance on email scams

These emails aim to steal usernames, passwords, bank
details, or infect systems with malware. Disguised as
legitimate messages, they encourage recipients to click
links or open attachments.

Protect yourself

Work and personal email accounts are
susceptible, but there are some simple steps you
can take to protect yourself and the University:

1. Never share your password; legitimate
support will never ask for it.

2. Be suspicious of offers or deals that seem too
good to be true.

3. Verify if you bought anything from the
company contacting you or are expecting a
delivery.

4. Never click on links or open attachments in
suspicious emails.

5. Check with the sender before opening
documents from shared stores like Dropbox.

6. Avoid joining mailing lists or subscribing to
unknown services.

7. Don't use your work email for personal
purposes.

8. Use different usernames and passwords for
different accounts.
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O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Never share your password; legitimate support will never ask for it.

Be suspicious of offers or deals that seem too good to be true.

Verify if you bought anything from the company contacting you or are expecting a delivery.
Never click on links or open attachments in suspicious emails.

Check with the sender before opening documents from shared stores like Dropbox.

Avoid joining mailing lists or subscribing to unknown services.

Don't use your work email for personal purposes.

Use different usernames and passwords for different accounts.

| did not use the report to decide.

O00c0O0ooooo

Imagine Emily receives the email below in her inbox:

[sys-announce] Forthcoming Changes to Email Authentication - Mozilla Thunde... - O 0

File Edit View Go Message Tools Help Guidance on email scams

# Write | g Tag v .
These emails aim to steal usernames, passwords, bank

More ~ details, or infect systems with malware. Disguised as
From Blinded ® legitimate messages, they encourage recipients to click
To Blinded ® 19/08/2024, 14:41 = links or open attachments.
Subject [sys-announce] Forthcoming Changes to Email Authentication

Protect yourself

Dear atl, Work and personal email accounts are

Thanks to changes Microsoft is making to the University's email susceptible, but there are some simple steps you
server, you may soon lose access to your University email if you use can take to protect yourself and the University:
an old or unmaintained email client. Even if your client is .

supported, you may still need to make configuration changes. 1. Never share your password; legitimate

support will never ask for it.
For more details of what is happening and how it may affect you, .
please see 2. Be suspicious of offers or deals that seem too
good to be true.
httDs:Ucomputinu.heln.blinded/basicatﬁl_"h

3. Verify if you bought anything from the

Please note that the decision to make this change was Microsoft's - company contacting you or are expecting a
it was not taken by the School, or the University. delivery.
<Blinded=. 4. Never click on links or open attachments in

.- suspicious emails.
<Blinded>, Computing Officer,

School of Informatics, <Blinded> University 5. Check with the sender before opening
documents from shared stores like Dropbox.

sys-announce mailing list 6. Avoid joining mailing lists or subscribing to
<Blinded> unknown services.

- 7. Don't use your work email for personal

The <Blinded= University is a charitable body, registered in purposes.
<Blinded>, with registration number <Blinded=. .
8. Use different usernames and passwords for

different accounts.

=) https://computing.help.blinded/basicauth

Is the above email a scam?
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O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

00000

Considering the guidance and email shown, pick option 'Don't use your work email for personal purposes' here?
Never share your password; legitimate support will never ask for it.

Be suspicious of offers or deals that seem too good to be true.

Verify if you bought anything from the company contacting you or are expecting a delivery.

Never click on links or open attachments in suspicious emails.

Check with the sender before opening documents from shared stores like Dropbox.

Avoid joining mailing lists or subscribing to unknown services.

Don't use your work email for personal purposes.

Use different usernames and passwords for different accounts.

| did not use the report to decide.

O0ocooocooao
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Imagine Emily receives the email below in her inbox:

Arriving today: USB Shaver Charger Cord... - Mozilla Thunderbird - &0 9

File Edit View Go Message Tools Help
# Write | @ Tag v
Reply || & Reply Al Forward || & Archive Junk Delete | More v

From Amazon.co.uk <shipment-tracking@amazon.co.uk> ®
To Blinded® 17/08/2024,11:19
Reply to no-reply@amazon.co.uk &
Subject Arriving today: USB Shaver Charger Cord...

amazon

Hi <Blinded>,

Your package with USB Shaver Charger Cord...
will be delivered today.

To help ensure the safety of our customers and
delivery partners, we will now leave packages at
your doorstep where appropriate and move back
before you collect your package.

If you would like to tell us a safe location to leave
your package, please update delivery instructions
by visiting our Track your package page.

Track your package

USB Shaver Charger Cord Cable Fit for
Philips...

=)  https://www.amazon.co.uk/gp/r.htmI?C=386CKOVAXSM3C&K=1662VS8CT4WS6&M=urn:

the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Never share your password; legitimate support will never ask for it.

Be suspicious of offers or deals that seem too good to be true.

Verify if you bought anything from the company contacting you or are expecting a delivery.
Never click on links or open attachments in suspicious emails.

0000

Guidance on email scams

These emails aim to steal usernames, passwords, bank
details, or infect systems with malware. Disguised as
legitimate messages, they encourage recipients to click
links or open attachments.

Protect yourself

Work and personal email accounts are
susceptible, but there are some simple steps you
can take to protect yourself and the University:

1. Never share your password; legitimate
support will never ask for it.

2. Be suspicious of offers or deals that seem too
good to be true.

3. Verify if you bought anything from the
company contacting you or are expecting a
delivery.

4. Never click on links or open attachments in
suspicious emails.

5. Check with the sender before opening
documents from shared stores like Dropbox.

6. Avoid joining mailing lists or subscribing to
unknown services.

7. Don't use your work email for personal
purposes.

8. Use different usernames and passwords for
different accounts.
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O000o0o

Imagine Emily receives the email below in her inbox:

Final chance to win a £50 voucher! - Mozilla Thunderbird

File Edit View Go Message Tools Help

From

To

# Write | <7 Tagv
Forward

Archive Junk

Reply

Subject Final chance to win a £50 voucher!

(=)

Dear <Blinded=,

By now you are hopefully finished with exams and making summer
plans.

Want to add spending a £50 voucher to them?

Take 5 minutes to tell us what you want from your Careers Service by
completing a short survey, whether you have used our services before
or not, and you could win one of five £50 vouchers.

Don’t miss out, the survey closes one week today at midnight.

Submit your response to the Careers Service {murvey

Good luck!
<Blinded>
Assistant Director

Careers Service
<Blinded> University

Tel: 0131 650 4670 | Email: <Blinded> | Web: <Blinded>

=

The information in this email is confidential and is intended solely for
the addressee.

The Careers Service offers advice in good faith on the basis of the
best information available to us. Users of our service must take
responsibility for their own decisions based on such advice.

Please consider the environment before printing this email.

The <Blinded> University is a charitable body, registered in <Blinded>,

with registration number <Blinded>.

If you do not want to receive these emails, please unsubscribe.

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?

Delete || More v
18/08/2024, 10:50

Check with the sender before opening documents from shared stores like Dropbox.
Avoid joining mailing lists or subscribing to unknown services.
Don't use your work email for personal purposes.
Use different usernames and passwords for different accounts.
| did not use the report to decide.

Guidance on email scams

These emails aim to steal usernames, passwords, bank
details, or infect systems with malware. Disguised as
legitimate messages, they encourage recipients to click
links or open attachments.

Protect yourself

Work and personal email accounts are
susceptible, but there are some simple steps you
can take to protect yourself and the University:

1

Never share your password; legitimate
support will never ask for it.

. Be suspicious of offers or deals that seem too

good to be true.

. Verify if you bought anything from the

company contacting you or are expecting a
delivery.

. Never click on links or open attachments in

suspicious emails.

. Check with the sender before opening

documents from shared stores like Dropbox.

. Avoid joining mailing lists or subscribing to

unknown services.

. Don't use your work email for personal

purposes.

. Use different usernames and passwords for

different accounts.
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Not at all confident
Slightly confident
Moderately confident
Very confident
Extremely confident

O000o0o

Which part of the report helped you most in making your decision?

Never share your password; legitimate support will never ask for it.

Be suspicious of offers or deals that seem too good to be true.

Verify if you bought anything from the company contacting you or are expecting a delivery.
Never click on links or open attachments in suspicious emails.

Check with the sender before opening documents from shared stores like Dropbox.

Avoid joining mailing lists or subscribing to unknown services.

Don't use your work email for personal purposes.

Use different usernames and passwords for different accounts.

| did not use the report to decide.

O00c0OO0oO0oooo

Imagine Emily receives the email below in her inbox:
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[<Blinded>] Investment Technology summer internship - Standard Life Investments - Mozilla Thu... - o0 @
File Edit View Go Message Tools Help

# Write | g Tagv
From Blinded® More v

To Blinded® 19/08/2024, 11:40
Subject [<Blinded>] Investment Technology summer internship - Standard Life Investments

Are you looking for a summer internship? Do you have a keen interest in technology? You might then be interested in being an
investment technology summer intern with Standard Life Investments.

Company Standard Life Investments

Industry Investment Management

Position Investment Technology Internship
Location Edinburgh (accommodation provided)
Earnings Well paid

Start Date | 10t june 2024 - 10 weeks duration

How to Upload CV to: bit.ly,ll;();pﬁt)y, quoting "DEPT” as
apply referral code
Deadline sthapril 2024

Standard Life Investments:

SLI is a premier asset manager with a rapidly expanding global reach with more than £250 billion under management. Their wide
range of investment solutions is backed by a distinctive investment philosophy, disciplined risk management and shared
commitment to a culture of investment excellence. SLI have a culture which graduates and interns flourish in. Rated No. 26 on Rate
My Placement for internships, with a wonderful intern experience with the possibility of a graduate offer at the end, with a
supportive culture and access to senior people in the business, SLI is a great place to intern and begin your career. You will be
working at their HQ in Edinburgh, with the world-famous festival going on throughout your internship.

Selling points of scheme:
s£EE€EEEEE Opportunity to make an impact and be considered for the graduate scheme
vE€E£EEEEE Proper work and projects - real responsibility
*EEEEEEEE Interns get insight into all aspects of the department

+EEEEEEEE Lots of exciting stuff happening in the technology area

> [ 3 attachments 380 bytes & Save All ~
@) http://bit.ly/1Qzp7Dy

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?
Never share your password; legitimate support will never ask for it.
Be suspicious of offers or deals that seem too good to be true.
Verify if you bought anything from the company contacting you or are expecting a delivery.
Never click on links or open attachments in suspicious emails.
Check with the sender before opening documents from shared stores like Dropbox.
Avoid joining mailing lists or subscribing to unknown services.

Don't use your work email for personal purposes.

O00o0ooocoo

Guidance on email scams

These emails aim to steal usernames, passwords, bank
details, or infect systems with malware. Disguised as
legitimate messages, they encourage recipients to click
links or open attachments.

Protect yourself

Work and personal email accounts are
susceptible, but there are some simple steps you
can take to protect yourself and the University:

1.

Use different usernames and passwords for different accounts.

Never share your password; legitimate
support will never ask for it.

. Be suspicious of offers or deals that seem too

good to be true.

. Verify if you bought anything from the

company contacting you or are expecting a
delivery.

Never click on links or open attachments in
suspicious emails.

. Check with the sender before opening

documents from shared stores like Dropbox.

. Avoid joining mailing lists or subscribing to

unknown services.

. Don't use your work email for personal

purposes.

. Use different usernames and passwords for

different accounts.
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O 1did not use the report to decide.

System Usability Scale: Please provide feedback on the below aspects.

| think that | would
like to use this report
to screen emails
frequently

| found the report
unnecessarily
complex

| thought the report
was easy to use

| think that | would
need the support of a
technical person to be
able to interpret the
report.

| found the various
information in this
report was well
integrated.

| thought there was
too much
inconsistency in the
report.

| would imagine that
most people would
learn to use the report
very quickly.

| found the report very
cumbersome to use.

| felt very confident
using the report.

| needed to learn a lot
of things before |
could utilize the
report.

Strongly
Agree

Somewhat agree

Neither agree
nor disagree

Somewhat
disagree

Strongly disagree
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Do you think having a real-time guidance tool, as shown, would improve your email security?
Definitely not

Probably not

Might or might not

Probably yes

Definitely yes

00000

How confident do you feel in your ability to identify scam emails with real-time guidance, as compared to
without?

Much less Confident

Less Confident

No Change

More Confident

Much More Confident

O000Oo

How often was the real-time guidance NOT applicable to the corresponding email?
Very often

Often

Sometimes

Rarely

Never

O00oo

Would you recommend using such areport to a friend or colleague?
O Definitely not
O Probably not
O Might or might not
O Probably yes
O Definitely yes

What improvements or additional features would you like to see in such a system to better assist you in
detecting phishing emails?

Instructions for Round 2 (Perfect)

In this round, you will be presented with 10 new emails, some of which are scam emails. Each email will be accompanied
by an automated analysis report. The analysis, generated by an Al model, aims to assist you in better detection. A new
report is generated for every email and in a real inbox this would happen when a user clicks a button when requiring
assistance. The comic below illustrates this scenario.
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For each email, follow these steps:
1. Read the email thoroughly.

2. Review the content of the analysis report.

3. Decide the likelihood of it being a scam email.
4. Choose which part of the report influenced your decision the most.
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The report will include details about the email and a classification for email safety as seen in the example below:

Automated Analysis

The following information was extracted automatically:

Email claims to be from Email wants you to
X X
Sender domain Link destination
X X

If the above extracted information is correct,
then this email is X% likely to be:

SCAM or SAFE

There may be some relevant advice or
explanation here.
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Imagine Emily receives the email below in her inbox:

Invoice from Bitdefender Internet Security +44 (800) 640-6015 (0056) - Mozilla Thunderbird = o

File Edit View Go Message Tools Help
# Write <& Tagv
Reply Reply A Forward
From service@paypal.co.uk <service@paypal.co.uk>@&
To Blinded®
Subject Invoice Ffrom Bitdefender Internet Security +44 (800) 640-6015 (0056)

Junk

Archive

Hi Paypal User,

Here's your invoice

Bitdefender Internet Security +44 (800) 640-6015 sent you
an invoice for £808.20 GBP

Due on receipt

View and Pay Invoids

Seller note to customer

Thank You

Don't know this seller?

You can safely ignore this invoice if you're not buying anything from this seller. PayPal
won't ask you to call or send texts to phone numbers in an invoice. We don't ask for your
credentials or auto-debit money from your account against any invoices. Contact us if
you're still not sure.

P PayPal

Help & Contact | Security | Apps

Delete || More v

19/08/2024, 09:23

Automated Analysis

The following information was extracted automatically:

Email claims to be from Email wants you to

Paypal Click

Subject Line Link destination

The link domain is
paypal.com . Thisis a
verified Paypal domain.

Unusual non-ASCII
characters detected in
the subject line.

If the above extracted information is correct,
then this email is 75% likely to be:

FINANCIAL SCAM

Scammers send emails from financial
organizations to deceive you into giving away
sensitive banking information, resulting in
financial theft or identity fraud.

@) https://www.paypal.com/invoice/payerView/details/INV2-XNCM-CCP2-86FQ-EVMB8?cc-email=true&v=1&utm_source=un

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?

O Not at all confident
O Slightly confident

O Moderately confident
O Very confident

O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...
Email wants you to ...
Subject Line...

Link destination...

All of the above
| did not use the report

Ooocoooaoao

If the above extracted information is correct, this email is likely to be...
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Imagine Emily receives the email below in her inbox:

Email Password Expired for <Blinded> - Mozilla Thunderbird - o0 9

File Edit View Go Message Tools Help Automated AnalySiS

TR T The following information was extracted automatically:

Reply Reply All| ~ Forward Archive Junk Delete| More v
From -Support <e.laskaridou@bondeventplanning.com> & Email claims to be from Email wants you to
To Blinded ® 19/08/2024, 22:59 .
. ) ) ) <Blinded> :
Subject Email Password Expired for <Blinded> . > C[| € k
University
Sender domain Link destination
Password explratlon message The sender domain is The link domain is
bondeventplanning.com. tfpl.com.sa.
This is not a university This is not a university
Password expiration notification domain domain
The login password for your email account <Blinded> is scheduled to expire today.
Here's what to do next: If the above extracted information is correct,

: it B .
= Click the button below to continue using the same login passcode. then this email is 97% l'kEIy to be:

Maintain SamePasscc\‘! EMAIL‘RELATED SCAM

© Support Scammers impersonate support teams, sending
fake inbox-related emails to trick recipients
into giving login information. Do not click the
link; verify through your account directly.

() https://tFpl.com.sa/wp-content/uploads/happyaddons/wp-admin/Cham_JUNE/index.html#<Blindi

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?
Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O0o0oO0oooo
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Imagine Emily receives the email below in her inbox:

Vacuum customer rewards - Mozilla Thunderbird - o
File Edit View Go Message Tools Help
Z Write  { Tagv
Reply Forward Archive Junk Delete  Morev
From Confirmation Needed <nkwanga2016@gmail.com> &
To Chilli777 <nkwanga2016@gmail.com> & 17/08/2024, 17:41
Reply to okumuroberts2@gmail.com @

Subject Vacuum customer rewards

Congratutations! Automated Analysis

YOU ARE A LUCKY USER The following information was extracted automatically:
# Email claims to be from Email wants you to
A BRAND NEW 3
DYSON VACUUM .
Dyson Click
Sender domain Link destination
— A : The sender domain is The link domain is
gmail.com. amazonaws.com .
This is not a dyson This is not a dyson
Dear Lucky customer, domain. domain.
Congratulations!
We Are Giving The Oppartunity To Get One OF Our Limited Rewards For FREE (Shipping Not |f the abOVe extracted information iS COrrect,
Incl nswer The Questions About Your Experience With Us On The Next Page For Your . g .
Chance To Receive The Brand-New Dyson Vacuum! then thIS emall is 98% lIkEIy to be:
Your opinion is very valuable. Click OK to begin.
REWARDS SCAM
Kind Regards, Scammers send fake emails offering rewards to

trick recipients into clicking a link and sharing
personal information. Do not click the link.

ing here or by writing to

% GetRespanse

@) https://s3.eu-west-2.amazonaws.com/anijui/Dyson+vacuum+UK.html

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O00O0oooo
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Imagine Emily receives the email below in her inbox:
™you have vehicle tax returns for period ending 1 September 2023, due 30 September 2023,n... - o &
File Edit View Go Message Tools Help
& Write  {J Tagv

Reply Reply A Forward Archive Junk Delete || More v
From  ®Driver & Vehicle Licensing <order@i-k-system.com> @
To Blinded ® 18/08/2024, 11:07
Subject ™You have vehicle tax returns for period ending 1 September 2023, due 30 September
2023, now available For refund! Auto m ate d A n alys I S

This email was sent to you by someone outside the University. . . - : .
You should only click on links or attachments if you are certain that the email The followmglnformatlon was extracted aUtomatmally-
is genuine and the content is safe.

Email claims to be from Email wants you to
Driver and Vehicle

Driver and Vehicle Licensing Agency (DVLA)

You are eligible to receive a refund worth £124.24.

Licensing Agency Click
You have vehicle tax returns for the period ending August 1, 2023, due August
29, 2023, now available for refund. (DVLA)
Remember: We tried to send it to you automatically to your bank account but
were unable to do so, as we need your details on the file. Sender domain Link destination
Please take a Tew moments to complete this refund form. The sender domain is i-k- The link domain is
Please visit the UnigID link website as follows: SVStem'com‘rThis does Vamazonaws‘com'
not match with a DVLA = This does not match with
https://vehicletax.service.gov.uk/blinded/true auth/<https://s3.amazonaws.com . .
/bizacuity/dates/33/4/refl.html?blinded- domain. a DVLA domain.
ul50v09v84v321?mftbhmrc22k07751'vlszI2630r4§500f504usaux12?ngclc4qc@vaaxi&ﬂchu
After completing it, please submit the form on your screen and allow us If the above extracted information is correct,
from one to five business days for processing. then this email is 97% likely to be:
You may wish to save or print this email confirmation for your records. TAX REFUND SCAM

Scammers impersonate government agencies,

Best regards sending emails about refunds or payments to
Driver and Vehicle Licensing Agency. steal personal information through fake links.
Do not click the link or provide details. Verify

through the official government website.
) https://s3.amazonaws.com/bizacuity/dates/33/4/ref1.htm(?blinded-ulspy09y84v3z17mftbbmrez2l

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O0c0oooaoao
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Imagine Emily receives the email below in her inbox:

[Students] Paid Summer Job For <Blinded> Students! - Mozilla Thunderbird - o0 &
File Edit View Go Message Tools Help
# Write {J Tagwv

More ~
From Blinded ®

To Blinded ® 17/08/2024,1243  AULO mated Analysis

Subject [Students] Paid Summer Job for <Blinded> Students! .. . :
The following information was extracted automatically:

Hello Informatics students!
Email claims to be from Email wants you to
Have you sorted your summer plans? If you're still waiting to fill your summer, then .
apply for this 2 month paid role at the University! Unitem ps Click
The <Blinded> University are currently recruiting 2 students to work full time
over June and July 2024 as Software Services Assistants. Paid at £11.43 per hour

plus £1.87 per hour holiday pay. Sender domain Link destination
This job will be great experience for you to apply your skills to a work environment,

as you facilitate the provision of a software service for the university. It's a great The Send_er domain is The vl' nk domain is

opportunity to develop your communication and data migration skills, whilst gain <Blinded> unitemps.com.

experience in delivering functional software to a large organisation. This is a university This is a verified
domain. unitemps domain.

To find more information check out the Job Adw*t, and apply through that link

with a CV and Covering Letter. . .

Please reply to this email (<Blinded>) if you have any questions! If the above extracted information is correct,
then this email is 95% likely to be:

Thank you,

Unitemps Team SAFE
Information Services Group

<Blinded> University This email is safe to interact with. If you are still

@ m unsure or need more help, please contact
is.helpline@<Blinded>.
> [ 1 attachment: ATTO0001.txt 146 bytes & Save v
= https://portal.unitemps.com/Search/JobDetails/29926936

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O0oo0ooooo
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Imagine Emily receives the email below in her inbox:

[sys-announce] Printing - Mozilla Thunderbird - o O
File Edit View Go Message Tools Help
# Write | g Tagv

More v
From Blinded ®

To Blinded ® 18/08/2024, 12:33
Subject [sys-announce] Printing

Automated Analysis

The following information was extracted automatically:

Dear all,

there is an issue with printers not releasing print jobs. IS are
applying a fix for this that means printing will not be available

antil 1pm. Emallclaerls to be from Email wants you to
You can read more at the alert <Blinded> Click

: . IC
https://alerts. blinded#index.I:fm?fuseaction=v£3w_a1ert& UHIVEFSI’E)’
alert id=11604
Regards Sender domain Link destination
<Blinded> The sender domain is The link domain is
<Blinded> (she/her) <Blinded> <Blinded>
User Support Manager This is a university This is a university
School of Informatics i i
<Blinded Address> domain. domain.
Sys-announce mailing list If the al:_)ove egt_racted |_nf0rmat|on is correct,
<Blinded> then this email is 95% likely to be:
The <Blinded> University is a charitable body, registered in SAFE

<Blinded>, with registration number <Blinded>. ) o ) . )
This email is safe to interact with. If you are still
unsure or need more help, please contact
is.helpline@<Blinded>.

(=) https://alerts.blinded/index.cFm?fuseaction=view_alert&alert_id=11004

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O0c0oOoooo
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Imagine Emily receives the email below in her inbox:

[sys-announce] Forthcoming Changes to Email Authentication - Mozilla Thunde... - o0
File Edit View Go Message Tools Help
# Write | ? Tagv

More v
From Blinded ®
To Blinded ® 19/08/2024, 14:41
Subject [sys-announce] Forthcoming Changes to Email Authentication Auto matEd An alys IS
Dear all, The following information was extracted automatically:
Thanks to changes Microsoft is making to the University's email et Be i
server, you may soon lose access to your University email if you use Emai Ca”T‘S to be from Email wants you to
an old or unmaintained email client. Even if your client is <Bl|nded> i
supported, you may still need to make configuration changes. 3 ) ClICk
University
For more details of what is happening and how it may affect you,
please see 5 ) ) .
o Sender domain Link destination
https://computing.help.blinded/basica L. . ..
. The sender domain is The link domain is
Please note that the decision to make this change was Microsoft's - <Blinded> <Blinded>
it was not taken by the School, or the University. Thisisa university Thisis a university
<Blinded>. domain. domain.

<Blinded>, Computing Officer,
School of Informatics, <Blinded> University If the above extracted information is correct,

then this email is 95% likely to be:

sys-announce mailing list

<Blinded> SAFE
The <Blinded> University is a charitable body, registered in This email is safe to interact with. If you are still
<Blinded>, with registration number <Blinded=. unsure or need more help, please contact

is.helpline@<Blinded>

=) https:/fcomputing.help.blinded/basicauth

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

0O000oo

Pick the option 'Link destination' here?

Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O00oO0ooaoo
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Imagine Emily receives the email below in her inbox:

Arriving today: USB Shaver Charger Cord... - Mozilla Thunderbird - o0 9
File Edit View Go Message Tools Help
# Write ¢ Tagv
Reply Reply A Forward Archive Junk Delete | More v
From Amazon.co.uk <shipment-tracking@amazon.co.uk> @
To Blinded @

Reply to no-reply@amazon.co.uk @

17/08/2024, 11:19

Subject Arriving today: USB Shaver Charger Cord...

amazon

Hi <Blinded>,

Your package with USB Shaver Charger Cord...
will be delivered today.

To help ensure the safety of our customers and
delivery partners, we will now leave packages at
your doorstep where appropriate and move back
hefore you collect your package.

If you would like to tell us a safe location to leave
your package, please update delivery instructions
hy visiting our Track your package page.

Track your package

USB Shaver Charger Cord Cable Fit for
Philips...

©

) https://www.amazon.co.uk/gp/r.html?C=386CKOVAXSM3C&K=1662VS8CT4WSE&M=urn:

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Automated Analysis

The following information was extracted automatically:

Email claims to be from Email wants you to

Amazon Click

Sender domain Link destination

The link domain is
amazon.co.uk.
This is an Amazon
domain.

The sender domain is
amazon.co.uk.
This is an Amazon
domain.

If the above extracted information is correct,
then this email is 95% likely to be:

SAFE

This email is safe to interact with. If you are still
unsure or need more help, please contact
is.helpline@<Blinded>

Which part of the report helped you most in making your decision?

O Email claims to be from...
O Email wants you to ...
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Subject Line...
Link destination...

All of the above
| did not use the report

0O0c0Ooo

Imagine Emily receives the email below in her inbox:

Final chance to win a £50 voucher! - Mozilla Thunderbird - o0 9
File Edit View Go Message Tools Help
# Write | g Tag~
Blinded @
To Blinded @
Subject Final chance to win a £50 voucher!

Dear <Blinded>,

Archive Junk Delete | More v

18/08/2024, 10:50

From Reply Forward

By now you are hopefully finished with exams and making summer
plans.

Want to add spending a £50 voucher to them?

Take 5 minutes to tell us what you want from your Careers Service by
completing a short survey, whether you have used our services before
or not, and you could win one of five £50 vouchers.

Don't miss out, the survey closes one week today at midnight.

Submit your response 1o the Careers Service {~urvey

Good luck!

<Blinded>
Assistant Director

Careers Service
<Blinded> University

Tel: 0131 650 4670 | Email: <Blinded> | Web: <Blinded>

=

The information in this email is confidential and is intended solely for
the addressee.

The Careers Service offers advice in good faith on the basis of the
best information available to us. Users of our service must take
responsibility for their own decisions based on such advice.

Please consider the environment before printing this email.

The <Blinded> University is a charitable body, registered in <Blinded>,
with registration number <Blinded.
If you do not want to receive these emails, please unsubscribe.

()]

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

O000oo

If the above extracted information is correct, this email is likely to be...

Automated Analysis

The following information was extracted automatically:

Email claims to be from Email wants you to

Careers Service Click

Sender domain Link destination

The sender domain is The link domain is

<Blinded> careerhub.co.uk
This is a university This is a verified careers
domain. domain.

If the above extracted information is correct,
then this email is 95% likely to be:

SAFE

This email is safe to interact with. If you are still
unsure or need more help, please contact
is.helpline@<Blinded>
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Which part of the report helped you most in making your decision?

Email claims to be from...
Email wants you to ...
Subject Line...

Link destination...

All of the above
| did not use the report
Imagine Emily receives the email below in her inbox:

O00O0ooo

[<Blinded>] Technology summer internship - Standard Life Investments - MozillaThu... - O &
File Edit View Go Message Tools Help

# Write | (@ Tag v
From Blinded® Delete || More v

To Blinded @ 19/08/2024, 11:40
Subject [<Blinded>] Investment Technology summer internship - Standard Life Investments

Reply Reply List Forward

Archive Junk

Are you looking for a summer internship? Do you have a keen interest in technology? You might then be interested in being an
investment technology summer intern with Standard Life Investments.

Company Standard Life Investments

Industry Investment Management

Position Investment Technology Internship

Location Edinburgh (accommodation provided)

Earnings Well paid

Start Date lothjune 2024 - 10 weeks duration

How to Upload CV to: M.’Lﬂ)ngy quoting “DEPT" as
apply referral code

Deadline sthapril 2024

Standard Life Investments:

SLI is a premier asset manager with a rapidly expanding global reach with more than £250 billion under management. Their wide
range of investment solutions is backed by a distinctive investment philosophy, disciplined risk management and shared
commitment to a culture of investment excellence. SLI have a culture which graduates and interns flourish in. Rated No. 26 on Rate
My Placement for internships, with a wonderful intern experience with the possibility of a graduate offer at the end, with a
supportive culture and access to senior people in the business, SLI is a great place to intern and begin your career. You will be
working at their HQ in Edinburgh, with the world-famous festival going on throughout your internship.

Selling points of scheme:
+c€eeeee Opportunity to make an impact and be considered for the graduate scheme
sceeeeeee Proper work and projects - real responsibility
*€€E€EEEEE Interns get insight into all aspects of the department
*€€E€EEEEE Lots of exciting stuff happening in the technology area
> @3 attachments 380 bytes
) http://bit.ly/1Qzp7Dy
Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

& Save All v

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

If the above extracted information is correct, this email is likely to be...

Automated Analysis

The following information was extracted automatically:

Email claims to be from

Standard Life
Investments

Email wants you to

Click

Link destination
The link domain is NA

Sender domain
The sender domain is

<Blinded> This is an unverified
This is a university domain.
domain.

If the above extracted information is correct,
then this email is 95% likely to be:

SAFE

This email is safe to interact with. If you are still
unsure or need more help, please contact
is.helpline@<Blinded>

Which part of the report helped you most in making your decision?
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Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O00oO0ooo

System Usability Scale: Please provide feedback on the below aspects.

Strongly Neither agree Somewhat

Agree Somewhat agree nor disagree disagree

Strongly disagree
| think that | would
like to use this report
to screen emails
frequently

| found the report
unnecessarily
complex

| thought the report
was easy to use

| think that | would
need the support of a
technical person to be
able to interpret the
report.

| found the various
information in this
report was well
integrated.

| thought there was
too much
inconsistency in the
report.

| would imagine that
most people would
learn to use the report
very quickly.

| found the report very
cumbersome to use.

| felt very confident
using the report.
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| needed to learn a lot
of things before |
could utilize the
report.

Do you think having a real-time automated analysis tool, as shown, would improve your email security?
Definitely not

Probably not

Might or might not

Probably yes

Definitely yes

O00000o

How confident do you feel in your ability to identify scam emails with real-time automated analysis, as compared
to without ?

Much less Confident

Less Confident

No Change

More Confident

Much More Confident

O00ooo

How often do you believe you can identify inaccuracies in the automatically extracted information?
Very often

Often

Sometimes

Rarely

Never

O0000Oo

Would you recommend using such areport to a friend or colleague?
Definitely not

Probably not

Might or might not

Probably yes

Definitely yes

O00o0oo

What improvements or additional features would you like to see in the such a system to better assist you in
detecting phishing emails?
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Instructions for Round 2 (Realistic)
In this round, you will be presented with 10 new emails, some of which are scam emails. Each email will be accompanied

by an automated analysis report. The analysis, generated by an Al model, aims to assist you in better detection. A new
report is generated for every email and in a real inbox this would happen when a user clicks a button when requiring

assistance. The comic below illustrates this scenario.

Use CASE

CHEeCK eMaAIL

NOTICE SOMETHING SUSPICIOUS

m

|
i
o
§

@ Phishing )|
A\ Check

STe

©

© e

@

Rl
AN TTann 7T

For each email, follow these steps:
1. Read the email thoroughly.
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2. Review the content of the analysis report.
3. Decide the likelihood of it being a scam email.

4. Choose which part of the report influenced your decision the most.

The report will include details about the email and a classification for email safety as seen in the example below:

Automated Analysis

The following information was extracted automatically:

Email claims to be from Email wants you to
X X
Sender domain Link destination
X X

If the above extracted information is correct,
then this email is X% likely to be:

SCAM or SAFE

There may be some relevant advice or
explanation here.
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Imagine Emily receives the email below in her inbox:

Invoice from Bitdefender Internet Security +44 (800) 640-6015 (0056) - Mozilla Thunderbird - o0 @

File Edit View Go Message Tools Help
# Write <& Tagv

From service@paypal.co.uk <service@paypal.co.uk>@&

To Blinded®
Subject Invoice Ffrom Bitdefender Internet Security +44 (800) 640-6015 (0056)

Hi Paypal User,

Here's your invoice

Bitdefender Internet Security +44 (800) 640-6015 sent you
an invoice for £808.20 GBP

Due on receipt

View and Pay Invoids

Seller note to customer

Thank You

Don't know this seller?

You can safely ignore this invoice if you're not buying anything from this seller. PayPal
won't ask you to call or send texts to phone numbers in an invoice. We don't ask for your
credentials or auto-debit money from your account against any invoices. Contact us if
you're still not sure.

P PayPal

Help & Contact | Security | Apps

More v

19/08/2024, 09:23

Automated Analysis

The following information was extracted automatically:

Email claims to be from Email wants you to

PayPal Click

Sender domain Link destination

The link domain is
paypal.com.Thisis a
verified Paypal domain.

The sender domain is
paypal.co.uk . Thisis a
verified Paypal domain
but it does not match.

If the above extracted information is correct,
then this email is 85% likely to be:

SAFE

This email is safe to interact with. If you are still
unsure or need more help, please contact
is.helpline@<Blinded>.

@) https://www.paypal.com/invoice/payerView/details/INV2-XNCM-CCP2-86FQ-EVMB8?cc-email=true&v=1&utm_source=un

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...
Email wants you to ...
Subject Line...

Link destination...

All of the above
| did not use the report

Oocooooo

If the above extracted information is correct, this email is likely to be...
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Imagine Emily receives the email below in her inbox:

Email Password Expired for <Blinded> - Mozilla Thunderbird - o 9
File Edit View Go Message Tools Help
# Write | @ Tagv
Reply Reply All| ~ Forward
-Support <e.laskaridou@bondeventplanning.com> &
To Blinded @
Subject Email Password Expired for <Blinded>

Archive Junk Delete | More v

From

19/08/2024, 22:59

Password expiration message

Password expiration notification

The login password for your email account <Blinded> is scheduled to expire today.
Here's what to do next:

= Click the button below to continue using the same login passcode.
Maintain Same Passcc\‘!

© Support

() https://tFpl.com.sa/wp-content/uploads/happyaddons/wp-admin/Cham_JUNE/index.html#<Blindi

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?
Email claims to be from...

Email wants you to ...
Subject Line...
Link destination...

All of the above
| did not use the report

O0o0oO0oooo

Automated Analysis

The following information was extracted automatically:

Email claims to be from Email wants you to

Support Click

Sender domain Link destination

The sender domain is The link domain is

bondeventplanning.com. <Blinded>.
This is not a university This is a university
domain. domain.

If the above extracted information is correct,
then this email is 65% likely to be:

EMAIL-RELATED SCAM

Scammers impersonate support teams, sending
fake inbox-related emails to trick recipients
into giving login information. Do not click the
link; verify through your account directly.

If the above extracted information is correct, this email is likely to be...
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Imagine Emily receives the email below in her inbox:

Vacuum customer rewards - Mozilla Thunderbird - o
File Edit View Go Message Tools Help
Z Write  { Tagv
Reply Forward || f8 Archive Junk Delete | More v
From Confirmation Needed <nkwanga2016@gmail.com> &
To Chilli777 <nkwanga2016@gmail.com> & 17/08/2024, 17:41
Reply to okumuroberts2@gmail.com @

Subject Vacuum customer rewards

YOU ARE A LUCKY USER

Automated Analysis

A BRAND NEW The following information was extracted automatically:

DYSON VACUUM
FOR FREE Email claims to be from Email wants you to
Dyson Click
Sender domain Link destination
SN —
The sender domain is The link domain is
gmail.com. amazonaws.com .
Dear Lucky customer, This is not a dyson This is not a dyson
Congratulations! domain. domain.

We Are Giving The Oppartunity To Get One Of Qur Limited Rewards For FREE (Shipping Not

Includ

Answer The Questions About Your Experience With Us On The Next Page For Your

If the above extracted information is correct,
then this email is 95% likely to be:

Chance To Receive The Brand-New Dyson Vacuum!

Your opinion is very valuable. Click OK to begin.

REWARDS SCAM

Kind Re ds, . .
ind Regards, Scammers send fake emails offering rewards to

If you no Longer wish to receive these emails, you nay unsubscribe by clicking here or by writing to trick recipients into Clicking alink and Sharing
personal information. Do not click the link.

@) https://s3.eu-west-2.amazonaws.com/anijui/Dyson+vacuum+UK.html
Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O0o0ooooao
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Imagine Emily receives the email below in her inbox:

™you have vehicle tax returns for period ending 1 September 2023, due 30 September 2023,n... - 0 @
File Edit View Go Message Tools Help
& Write  {J Tagv
Reply Reply A Forward Archive Junk Delete | More v
From  ®Driver & Vehicle Licensing <order@i-k-system.com> @
To Blinded ® 18/08/2024, 11:07

Subject ™You have vehicle tax returns for period ending 1 September 2023, due 30 September Auto m ate d A n alys | S
2023, now available for refund!
The following information was extracted automatically:
This email was sent to you by someone outside the University. g Y
You should only click on links or attachments if you are certain that the email

is genuine and the content is safe. Email claims to be from Email wants you to
Driver and Vehicle Licensing Agency (DVLA) DI’iVEI’ and VEhiCle

You are eligible to receive a refund worth £124.24. Licensing Agency C[|Ck

You have vehicle tax returns for the period ending August 1, 2023, due August (DVLA)

29, 2023, now available for refund.

Remember: We tried to send it to you automatically to your bank account but

were unable to do so, as we need your details on the file. Sender domain Link destination

Please take a few moments to complete this refund form. The sender domalm is i-k- The link domain is
system.com. This does amazonaws.com .

Please visit the UnigID link website as follows: not match with a DVLA This does not match with

https://vehicletax.service.gov.uk/blinded/true_auth/<https://s3.amazonaws.com domain. a DVLA domain.

/bizacuity/dates/33/4/refl.html?blinded-
ulspy@9y84v3zl/mftbbmrcz2k0775jy1st81 2630r4§500f504usaux12?ngclc4qc@vaaxiﬁﬂchu

Aft leting it ol omit the f 4o If the above extracted information is correct,
er completing it, please submi e form on your screen and allow us : o o |E _
from one to five business days for processing. then this email is 97% l|k9ly to be:

"""""""""""""""""""""""""""""""""""""""""" TAX REFUND SCAM

Scammers impersonate government agencies,
Best regards sending emails about refunds or payments to
Driver and Vehicle Licensing Agency. steal personal information through fake links.

Do not click the link or provide details. Verify
through the official government website.
) https://s3.amazonaws.com/bizacuity/dates/33/4/ref1.htm(?blinded-ulspy09y84v3z17mftbbmrez2l
Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O0o0oooago
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Imagine Emily receives the email below in her inbox:

[Students] Paid Summer Job For <Blinded> Students! - Mozilla Thunderbird - o0 &

File Edit View Go Message Tools Help
# Write {J Tagwv
More v~
From Blinded @
To Blinded ®
Subject [Students] Paid Summer Job For <Blinded> Students!

17/08/2024, 14:43

Hello Informatics students!

Have you sorted your summer plans? If you're still waiting to fill your summer, then
apply for this 2 month paid role at the University!

The <Blinded> University are currently recruiting 2 students to work full time
over June and July 2024 as Software Services Assistants. Paid at £11.43 per hour
plus £1.87 per hour holiday pay.

This job will be great experience for you to apply your skills to a work environment,
as you facilitate the provision of a software service for the university. It's a great
opportunity to develop your communication and data migration skills, whilst gain
experience in delivering functional software to a large organisation.

To find more information check out the Job Adw*it, and apply through that link
with a CV and Covering Letter.
Please reply to this email (<Blinded>) if you have any questions!

Thank you,

Unitemps Team

Information Services Group
<Blinded> University

Olin

> [ 1 attachment: ATTO0001.txt 146 bytes
= https://portal.unitemps.com/Search/JobDetails/29926936

& Save | v

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...
Email wants you to ...
Subject Line...

Link destination...

All of the above
| did not use the report

O0oo0ooooo

Automated Analysis

The following information was extracted automatically:

Email claims to be from Email wants you to

Unitemps Click

Sender domain Link destination

The sender domain is The link domain is

<Blinded>. unitemps.com.
This is a university This is a verified
domain. unitemps domain.

If the above extracted information is correct,
then this email is 85% likely to be:

SAFE

This email is safe to interact with. If you are still
unsure or need more help, please contact
is.helpline@<Blinded>.

If the above extracted information is correct, this email is likely to be...
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Imagine Emily receives the email below in her inbox:

[sys-announce] Printing - Mozilla Thunderbird - o Q
File Edit View Go Message Tools Help
# Write | J Tagv

More v~
From Blinded @

To Blinded @ 18/08/2024, 12:33
Subject [sys-announce] Printing

Automated Analysis

The following information was extracted automatically:

Dear all,

there is an issue with printers not releasing print jobs. IS are Email claims to be from Email wants you to
applying a fix for this that means printing will not be available <B[inded>

until lpm. " - ClICk

You can read more at the alert Unlvel’SIty

https://alerts.blinded/index. cfm?fuseaction=v&lw_alert&

alert 1d=11004 Sender domain Link destination
Regards The sender domain is The link domain is
<Blinded> <Blinded>. <Blinded>.
<Blinded> (she/her) This is a university This is a university
User Support Manager domain. domain.

School of Informatics
<Blinded Address>

If the above extracted information is correct,

sys-announce mailing list then this email is 99% likely to be:
<Blinded>

- SAFE

The <Blinded> University is a charitable body, registered in
<Blinded>, with registration number <Blinded>.

This email is safe to interact with. If you are still
unsure or need more help, please contact
is.helpline@<Blinded>.

=) https://alerts.blinded/index.cFm?fuseaction=view_alert&alert_id=11004

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

Ooo0oooago

Page 50 of 58



Imagine Emily receives the email below in her inbox:

[sys-announce] Forthcoming Changes to Email Authentication - Mozilla Thunde... - o0
File Edit View Go Message Tools Help
# Write = @ Tagv

More ~ .

From Blinded @ Automated Analysis
To Blinded ® 15/08/2024, 14:41 o . .
Subject [sys-announce] Forthcoming Changes to Email Authentication The followmg information was extracted aUtomatlcally'
Dear all, Email claims to be from Email wants you to
Thanks to changes Microsoft is making to the University's email <Bl|nded> Cl k
server, you may soon lose access to your University email if you use UniverSit IC

an old or unmaintained email client. Even if your client is y

supported, you may still need to make configuration changes.

For more details of what is happening and how it may affect you, Sender domain Link destination
lease see . . A
P The sender domain is The link domain is
https://computing.help.blinded/basicau™ <Blinded> <Blinded>
Please note that the decision to make this change was Microsoft's - This is a university This is a university
it was not taken by the School, or the University. domain. domain.
<Blinded>.

<Blinded>, Computing Officer, If the above extracted information is correct,
School of Informatics, <Blinded> University then this email is 95% likely to be:

sys-announce mailing list SAFE

<Blinded=>

-- This email is safe to interact with. If you are still

The <Blinded= University is a charitable body, registered in

<Blinded>, with registration number <Blinded=. unsure Ol’. need more hEIPI please contact
is.helpline@<Blinded>

=) https://computing.help.blinded/basicauth

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

0O000oo

Pick the option 'Link destination' here?

Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O0o0ooooo
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Imagine Emily receives the email below in her inbox:

Arriving today: USB Shaver Charger Cord... - Mozilla Thunderbird - o 9

File Edit View Go Message Tools Help
# Write ¢ Tagv
Reply Reply A Forward

From Amazon.co.uk <shipment-tracking@amazon.co.uk> @
To Blinded @
Reply to no-reply@amazon.co.uk @
Subject Arriving today: USB Shaver Charger Cord...

amazon

Archive Junk Delete|| More v

17/08/2024, 11:19

Hi <Blinded>,

Your package with USB Shaver Charger Cord...
will be delivered today.

To help ensure the safety of our customers and
delivery partners, we will now leave packages at
your doorstep where appropriate and move back
hefore you collect your package.

If you would like to tell us a safe location to leave
your package, please update delivery instructions
hy visiting our Track your package page.

Track your package

USB Shaver Charger Cord Cable Fit for
Philips...

©

) https://www.amazon.co.uk/gp/r.html?C=386CKOVAXSM3C&K=1662VS8CT4WSE&M=urn:

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Automated Analysis

The following information was extracted automatically:

Email claims to be from Email wants you to

Amazon Click

Sender domain Link destination

The link domain is
amazon.co.uk.
This is an Amazon
domain.

The sender domain is
amazon.co.uk.
This is an Amazon
domain.

If the above extracted information is correct,
then this email is 55% likely to be:

SAFE

This email is safe to interact with. If you are still
unsure or need more help, please contact
is.helpline@<Blinded>.

Which part of the report helped you most in making your decision?

0O Email claims to be from...
O Email wants you to ...

O Subject Line...

O Link destination...
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O If the above extracted information is correct, this email is likely to be...
O All of the above
O 1did not use the report

Imagine Emily receives the email below in her inbox:

Final chance to win a £50 voucher! - Mozilla Thunderbird - o0 9
File Edit View Go Message Tools Help
# Write | @ Tagv
From Blinded® Reply Forward Archive Junk Delete | More v
To Blinded ® 18/08/2024, 10:50
Subject Final chance to win a £50 voucher!

Dear <Blinded>,

By now you are hopefully finished with exams and making summer

e, Automated Analysis

Want to add spending a £50 voucher to them?

The following information was extracted automatically:
Take 5 minutes fo tell us what you want from your Careers Service by
completing a short survey, whether you have used our services before
or not, and you could win ane of five £50 vouchers.

Don't miss out, the survey closes one week today at midnight. Ca re e I’S S e I’V ' Ce C l | C k

Submit your response 1o the Careers Service {-urvey

Email claims to be from Email wants you to

Good luck!
indeds Sender domain Link destination
Assistant Director The sender domain is The link domain is
<Blinded>. careerhub.co.uk
Careers Service S 7 3 AT 2
<Blindeds University This is a university This is a verified careers
domain. domain.

Tel: 0131 650 4670 | Email: <Blinded> | Web: <Blinded>

=] If the above extracted information is correct,
The information in this email is confidential and is intended solely for then this email is 75% [|ke[y to be:

the addressee.

The Careers Service offers advice in good faith on the basis of the SA F E
best information available to us. Users of our service must take
responsibility for their own decisions based on such advice.

This email is safe to interact with. If you are still
unsure or need more help, please contact

The <Blinded> University is a charitable body, registered in <Blinded>, iS helpline@< Bll nded >
with registration number <Blinded>. : k

Please consider the environment before printing this email.

If you do not want to receive these emails, please unsubscribe.

(=)

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
O Not at all confident
O Slightly confident
O Moderately confident
O Very confident
O Extremely confident

Which part of the report helped you most in making your decision?

0O Email claims to be from...
O Email wants you to ...
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Subject Line...
Link destination...

All of the above
| did not use the report

0O0c0Ooo

Imagine Emily receives the email below in her inbox:

[<Blinded>] Investment Technology summer internship - Standard Life Investments - MozillaThu... - O

File Edit View Go Message Tools Help

# Write I Tagv
Blinded @ Reply|| & Reply List Forward
To Blinded @

Subject [<Blinded>] Investment Technology summer internship - Standard Life Investments

From Archive Junk

Are you looking for a summer internship? Do you have a keen interest in technology? You might then be interested in being an
investment technology summer intern with Standard Life Investments.

Company Standard Life Investments

Industry Investment Management

Position Investment Technology Internship

Location Edinburgh (accommodation provided)

Earnings Well paid

Start Date 10t June 2024 - 10 weeks duration

How to Upload CV to: M@;p@y quoting “DEPT" as
apply referral code

Deadline sthapril 2024

Standard Life Investments:

SL1is a premier asset manager with a rapidly expanding global reach with more than £250 billion under management. Their wide
range of investment solutions is backed by a distinctive investment philosophy, disciplined risk management and shared
commitment to a culture of investment excellence. SLI have a culture which graduates and interns flourish in. Rated No. 26 on Rate
My Placement for internships, with a wonderful intern experience with the possibility of a graduate offer at the end, with a
supportive culture and access to senior people in the business, SLI is a great place to intern and begin your career. You will be
working at their HQ in Edinburgh, with the world-famous festival going on throughout your internship.

selling points of scheme:
sEEEEEEEE Opportunity to make an impact and be considered for the graduate scheme
sEEEEEEEE Proper work and projects - real responsibility
sEEEEEEEE Interns get insight into all aspects of the department
sEEE£EEEEE Lots of exciting stuff happening in the technology area

> [ 3 attachments 380 bytes
@ http://bit.ly/1Qzp7Dy

& Save All v

Is the above email a scam?
O Yes, the email is a scam.
O No, the email is not a scam.

How confident are you in your above answer?
Not at all confident

Slightly confident

Moderately confident

Very confident

Extremely confident

O000oo

Delete || More v
19/08/2024, 11:40

If the above extracted information is correct, this email is likely to be...

Automated Analysis

The following information was extracted automatically:

Email claims to be from
Standard Life
Investments

Email wants you to

Click

Link destination

The link domain is NA
This is an unverified
domain.

Sender domain
The sender domain is
<Blinded>.
This is a university
domain.

If the above extracted information is correct,
then this email is 65% likely to be:

FINANCIAL SCAM

Scammers send emails from financial
organizations to deceive you into giving away
sensitive banking information, resulting in
financial theft or identity fraud.
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Which part of the report helped you most in making your decision?
Email claims to be from...

Email wants you to ...

Subject Line...

Link destination...

If the above extracted information is correct, this email is likely to be...
All of the above

| did not use the report

O00O0ooo

System Usability Scale: Please provide feedback on the below aspects.

Strongly Neither agree Somewhat Strongly

Agree Somewhat agree nor disagree disagree disagree

| think that | would
like to use this report
to screen emails
frequently

| found the report
unnecessarily
complex

| thought the report
was easy to use

| think that | would
need the support of a
technical person to be
able to interpret the
report.

| found the various
information in this
report was well
integrated.

| thought there was
too much
inconsistency in the
report.

| would imagine that
most people would
learn to use the report
very quickly.

| found the report very
cumbersome to use.

| felt very confident
using the report.
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| needed to learn a lot
of things before |
could utilize the
report.

Do you think having a real-time automated analysis tool, as shown, would improve your email security?
Definitely not

Probably not

Might or might not

Probably yes

Definitely yes

O0000o

How confident do you feel in your ability to identify scam emails with real-time automated analysis, as compared
to without?

Much less Confident

Less Confident

No Change

More Confident

Much More Confident

O00ooo

How often do you believe you can identify inaccuracies in the automatically extracted information?
Very often

Often

Sometimes

Rarely

Never

O000oOo

Would you recommend using such areport to a friend or colleague?
Definitely not

Probably not

Might or might not

Probably yes

Definitely yes

O00o0o0o

What improvements or additional features would you like to see in the such a system to better assist you in
detecting phishing emails?
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Demographic Questions:
How old are you?

Under 18

18-24 years old
25-34 years old
35-44 years old
45-54 years old
55-64 years old
65+ years old

O0oc0oooao

How do you describe yourself?
Male
Female

@]

Prefer to self-describe:

Non-binary / third gender

O
O
O
O

Prefer not to say

Do you have any work experience or education related to Information Technology (IT) or computer security?

O Yes
O Alittle
O No

Please answer the following questions about your browsing habits:

When someone sends me a
link, | open it without first
verifying where it goes.

| know what website I'm
visiting based on its look and
feel, rather than by looking at

the URL bar.

| submit information to

websites without first verifying

that it will be sent securely
(e.g., SSL, “https://”, a lock
icon).

When browsing websites, |

mouseover links to see where

they go, before clicking them.

Never

Sometimes

About half the
time

Most of the time

Always
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If | discover a security problem,
| continue what | was doing
because | assume someone

else will fix it.

Thank you for taking part in this survey.
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